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QUESTION 1

What kind of risk will remain even if all theoretically possible safety measures would be applied? 

A. Residual risk 

B. Inherent risk 

C. Impact risk 

D. Deferred risk 

Correct Answer: A Section: (none)

 

QUESTION 2

Which of the following items of a computer system will an anti-virus program scan for viruses? 

A. Boot Sector 

B. Deleted Files 

C. Windows Process List 

D. Password Protected Files 

Correct Answer: A Section: (none)

 

QUESTION 3

Which of the following are well known password-cracking programs? 

A. L0phtcrack 

B. NetCat 

C. Jack the Ripper 

D. Netbus 

E. John the Ripper 

Correct Answer: AE Section: (none)

 

QUESTION 4

This international organization regulates billions of transactions daily and provides security guidelines to protect
personally identifiable information (PII). These security controls provide a baseline and prevent low-level hackers
sometimes known as script kiddies from causing a data breach. 
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Which of the following organizations is being described? 

A. Payment Card Industry (PCI) 

B. Center for Disease Control (CDC) 

C. Institute of Electrical and Electronics Engineers (IEEE) 

D. International Security Industry Organization (ISIO) 

Correct Answer: A Section: (none)

The Payment Card Industry Data Security Standard (PCI DSS) is a proprietary information security standard for
organizations that handle branded credit cards from the major card schemes including Visa, MasterCard, American
Express, Discover, and JCB. The PCI DSS standards are very explicit about the requirements for the back end storage
and access of PII (personally identifiable information). 

References: https://en.wikipedia.org/wiki/Payment_Card_Industry_Data_Security_Standard 

 

QUESTION 5

When you return to your desk after a lunch break, you notice a strange email in your inbox. The sender is someone you
did business with recently, but the subject line has strange characters in it. 

What should you do? 

A. Forward the message to your company\\'s security response team and permanently delete the message from your
computer. 

B. Reply to the sender and ask them for more information about the message contents. 

C. Delete the email and pretend nothing happened 

D. Forward the message to your supervisor and ask for her opinion on how to handle the situation 

Correct Answer: A Section: (none)

By setting up an email address for your users to forward any suspicious email to, the emails can be automatically
scanned and replied to, with security incidents created to follow up on any emails with attached malware or links to
known bad websites. 

References: https://docs.servicenow.com/bundle/helsinki-security-
management/page/product/threatintelligence/task/t_ConfigureScanEmailInboundAction.html 
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