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QUESTION 1

When a Cisco IOS Router receives a TCP packet with a TTL value less than or equal to 1, what will it do? 

A. Route the packet normally 

B. Drop the packet and reply with an ICMP Type 3, Code 1 (Destination Unreachable, Host Unreachable) 

C. Drop the packet and reply with an ICMP Type 11, Code 0 (Time Exceeded, Hop Count Exceeded) 

D. Drop the packet and reply with an ICMP Type 14, Code 0 (Timestamp Reply) 

Correct Answer: C 

 

QUESTION 2

What action will be taken by a Cisco IOS router if a TCP packet, with the DF bit set, is larger than the egress interface
MTU? 

A. Split the packet into two packets, so that neither packet exceeds the egress interface MTU, and forward them out. 

B. Respond to the sender with an ICMP Type 3 , Code 4. 

C. Respond to the sender with an ICMP Type 12, Code 2. 

D. Transmit the packet unmodified. 

Correct Answer: B 

 

QUESTION 3

Which two statements about DHCP are true? (Choose two.) 

A. DHCP uses TCP port 67. 

B. DHCP uses UDP ports 67 and 68. 

C. The DHCPDiscover packet has a multicast address of 239.1.1.1. 

D. DHCPRequest is a broadcast message. 

E. The DHCPOffer packet is sent from the DHCP server. 

Correct Answer: BE 

 

QUESTION 4

Which two statements about the fragmentation of IPsec packets in routers are true? (Choose two.) 
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A. By default, the IP packets that need encryption are first encrypted with ESP. If the resulting encrypted packet
exceeds the IP MTU on the egress physical interface, then the encrypted packet is fragmented and sent out. 

B. By default, the router knows the IPsec overhead to add to the packet. The router performs a lookup if the packet will
exceed the egress physical interface IP MTU after encryption, then fragments the packet and encrypts the resulting IP
fragments separately. 

C. increases CPU utilization on the decrypting device. 

D. increases CPU utilization on the encrypting device. 

Correct Answer: BC 

 

QUESTION 5

Refer to the exhibit. 

When configuring a Cisco IPS custom signature, what type of signature engine must you use to block podcast clients
from accessing the network? 

A. service HTTP 

B. service TCP 

C. string TCP 

D. fixed TCP 

E. service GENERIC 

Correct Answer: A 
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