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QUESTION 1

Which three statements are true about TLS? (Choose three.) 

A. TLS protocol uses a MAC to protect the message integrity. 

B. TLS data encryption is provided by the use of asymmetric cryptography. 

C. The identity of a TLS peer can be authenticated using public key or asymmetric cryptography. 

D. TLS protocol is originally based on the SSL 3.0 protocol specification. 

E. TLS provides support for confidentiality, authentication, and nonrepudiation. 

Correct Answer: ACD 

 

QUESTION 2

Which statement is correct about the Cisco IOS Control Plane Protection feature? 

A. Control Plane Protection is restricted to the IPv4 or IPv6 input path. 

B. Traffic that is destined to the router with IP options will be redirected to the host control plane. 

C. Disabling CEF will remove all active control-plane protection policies. Aggregate control-plane policies will continue to
operate.? 

D. The open-port option of a port-filtering policy allows access to all TCP/UDP based services that are configured on the
router. 

Correct Answer: C 

 

QUESTION 3

Refer to the exhibit. 

When configuring a Cisco IPS custom signature, what type of signature engine must you use to block podcast clients
from accessing the network? 
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A. service HTTP 

B. service TCP 

C. string TCP 

D. fixed TCP 

E. service GENERIC 

Correct Answer: A 

 

QUESTION 4

Which statement about the Cisco Secure ACS Solution Engine TACACS+ AV pair is true? 

A. AV pairs are only required to be enabled on Cisco Secure ACS for successful implementation. 

B. The Cisco Secure ACS Solution Engine does not support accounting AV pairs. 

C. AV pairs are only string values. 

D. AV pairs are of two types: string and integer. 

Correct Answer: C 

 

QUESTION 5

Which command is used to replicate HTTP connections from the Active to the Standby Cisco ASA appliance in
failover? 

A. monitor-interface http 

B. failover link fover replicate http 

C. failover replication http 

D. interface fover replicate http standby 

E. No command is needed, as this is the default behavior. 

Correct Answer: C 
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