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QUESTION 1

Which two statements about the MD5 Hash are true? (Choose two.) 

A. Length of the hash value varies with the length of the message that is being hashed. 

B. Every unique message has a unique hash value. 

C. Its mathematically possible to find a pair of message that yield the same hash value. 

D. MD5 always yields a different value for the same message if repeatedly hashed. 

E. The hash value cannot be used to discover the message. 

Correct Answer: BE 

 

QUESTION 2

Which statement is true about an SNMPv2 communication? 

A. The whole communication is not encrypted. 

B. Only the community field is encrypted. 

C. Only the query packets are encrypted. 

D. The whole communication is encrypted. 

Correct Answer: A 

 

QUESTION 3

In an 802.11 WLAN, which option is the Layer 2 identifier of a basic service set, and also is typically the MAC address of
the radio of the access point? 

A. BSSID 

B. SSID 

C. VBSSID 

D. MBSSID 

Correct Answer: A 

 

QUESTION 4

Which two statements about VTP passwords are true? (Choose two) 
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A. The VTP password can only be configured when the switch is in Server mode. 

B. The VTP password is sent in the summary advertisements.. 

C. The VTP password is encrypted for confidentiality using 3DES. 

D. VTP is not required to be configured on all switches in the domain. 

E. The VTP password is hashed to preserve authenticity using the MD5 algorithm. 

F. The VTP password can only be configured when the switch is in Client mode. 

Correct Answer: BE 

 

QUESTION 5

What is the advantage of using the ESP protocol over the AH? 

A. data confidentiality 

B. data integrity verification 

C. nonrepudiation 

D. anti-replay protection 

Correct Answer: A 
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