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QUESTION 1

Which Wireshark filter displays all the packets where the IP address of the source host is 10.0.0.7? 

A. ip.dst==10.0.0.7 

B. ip.port==10.0.0.7 

C. ip.src==10.0.0.7 

D. ip.dstport==10.0.0.7 

Correct Answer: C 

 

QUESTION 2

Which one of the following log analysis tools is a Cisco Router Log Format log analyzer and it parses logs, imports them
into a SQL database (or its own built-in database), aggregates them, and generates the dynamically filtered reports, all
through a web interface? 

A. Event Log Tracker 

B. Sawmill 

C. Syslog Manager 

D. Event Log Explorer 
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Correct Answer: B 

 

QUESTION 3

How many possible sequence number combinations are there in TCP/IP protocol? 

A. 320 billion 

B. 32 million 

C. 4 billion 

D. 1 billion 

Correct Answer: C 

 

QUESTION 4

Timing is an element of port-scanning that can catch one unaware. If scans are taking too long to complete or obvious
ports are missing from the scan, various time parameters may need to be adjusted. Which one of the following scanned
timing options in NMAP\\'s scan is useful across slow WAN links or to hide the scan? 

A. Paranoid 

B. Sneaky 

C. Polite 

D. Normal 

Correct Answer: C 

 

QUESTION 5

A firewall\\'s decision to forward or reject traffic in network filtering is dependent upon which of the following? 

A. Destination address 

B. Port numbers 

C. Source address 

D. Protocol used 

Correct Answer: D 

Reference: http://www.vicomsoft.com/learning-center/firewalls/ (what does a firewall do) 
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