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QUESTION 1

Which of the following attacks does a hacker perform in order to obtain UDDI information such as businessEntity,
businesService, bindingTemplate, and tModel? 

A. Web Services Footprinting Attack 

B. Service Level Configuration Attacks 

C. URL Tampering Attacks 

D. Inside Attacks 

Correct Answer: A 

Reference: http://www.scribd.com/doc/184891017/CEHv8-Module-13-Hacking-Web- Applications-pdf (page 99) 

 

QUESTION 2

What information can be collected by dumpster diving? 

A. Sensitive documents 

B. Email messages 

C. Customer contact information 

D. All the above 

Correct Answer: A 

Reference: http://www.spamlaws.com/dumpster-diving.html 

 

QUESTION 3

Identify the data security measure which defines a principle or state that ensures that an action or transaction cannot be
denied. 

A. Availability 

B. Integrity 

C. Authorization 

D. Non-Repudiation 

Correct Answer: D 

Reference: http://en.wikipedia.org/wiki/Information_security (non-repudiation) 
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QUESTION 4

Amazon Consulting Corporation provides penetration testing and managed security services to companies. Legality and
regulatory compliance is one of the important components in conducting a successful security audit. 

Before starting a test, one of the agreements both the parties need to sign relates to limitations, constraints, liabilities,
code of conduct, and indemnification considerations between the parties. 

Which agreement requires a signature from both the parties (the penetration tester and the company)? 

A. Non-disclosure agreement 

B. Client fees agreement 

C. Rules of engagement agreement 

D. Confidentiality agreement 

Correct Answer: C 

 

QUESTION 5

Vulnerability assessment is an examination of the ability of a system or application, including current security
procedures and controls, to withstand assault. It recognizes, measures, and classifies security vulnerabilities in a
computer system, network, and communication channels. 

A vulnerability assessment is used to identify weaknesses that could be exploited and predict the effectiveness of
additional security measures in protecting information resources from attack. 
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Which of the following vulnerability assessment technique is used to test the web server infrastructure for any
misconfiguration and outdated content? 

A. Passive Assessment 

B. Host-based Assessment 

C. External Assessment 

D. Application Assessment 

Correct Answer: D 
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