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QUESTION 1

Which of the following is not a condition specified by Hamel and Prahalad (1990)?
A. Core competency should be aimed at protecting company interests

B. Core competency is hard for competitors to imitate

C. Core competency provides customer benefits

D. Core competency can be leveraged widely to many products and markets

Correct Answer: A

QUESTION 2

Which of the following is developed to address security concerns on time and reduce the misuse or threat of attacks in
an organization?

A. Vulnerabilities checklists
B. Configuration checklists
C. Action Plan

D. Testing Plan

Correct Answer: A

QUESTION 3

Wireless communication allows networks to extend to places that might otherwise go untouched by the wired networks.
When most people say "Wireless\\' these days, they are referring to one of the 802.11

standards. There are three main 802.11 standards: B, A, and G. Which one of the following 802.11 types uses DSSS
Modulation, splitting the 2.4ghz band into channels?

A. 802.11b
B. 802.11g
C. 802.11-Legacy
D. 802.11n

Correct Answer: A

QUESTION 4
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Application security assessment is one of the activity that a pen tester performs in the attack phase. It is designed to
identify and assess threats to the organization through bespoke, proprietary applications or systems. It checks the
application so that a malicious user cannot access, modify, or destroy data or services within the system.
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Identify the type of application security assessment which analyzes the application-based code to confirm that it does
not contain any sensitive information that an attacker might use to exploit an application.

A. Web Penetration Testing
B. Functionality Testing
C. Authorization Testing
D. Source Code Review

Correct Answer: D

QUESTION 5

Firewall and DMZ architectures are characterized according to its design. Which one of the following architectures is
used when routers have better high-bandwidth data stream handling capacity?

A. Weak Screened Subnet Architecture

B. "Inside Versus Outside" Architecture

C. "Three-Homed Firewall" DMZ Architecture
D. Strong Screened-Subnet Architecture

Correct Answer: A
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