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QUESTION 1

One needs to run "Scan Server Configuration" tool to allow a remote connection to Nessus from the remote Nessus
clients. This tool allows the port and bound interface of the Nessus daemon to be configured. By default, the Nessus
daemon listens to connections on which one of the following? 

A. Localhost (127.0.0.1) and port 1241 

B. Localhost (127.0.0.1) and port 1240 

C. Localhost (127.0.0.1) and port 1246 

D. Localhost (127.0.0.0) and port 1243 

Correct Answer: A 

 

QUESTION 2

Which one of the following is false about Wireshark? (Select all that apply) 

A. Wireshark offers some options to analyze the WEP-decrypted data 

B. It does not support decrypting the TKIP or CCMP packets 

C. In order for Wireshark to decrypt the contents of the WEP-encrypted packets, it must be given the appropriate WEP
key for the network 

D. Packet Sniffer Mode 

Correct Answer: A 

 

QUESTION 3

War Driving is the act of moving around a specific area, mapping the population of wireless access points for statistical
purposes. These statistics are then used to raise awareness of the security problems associated with these types of
networks. Which one of the following is a Linux based program that exploits 

the weak IV (Initialization Vector) problem documented with static WEP? 

A. Airsnort 

B. Aircrack 

C. WEPCrack 

D. Airpwn 

Correct Answer: A 
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QUESTION 4

Which of the following documents helps in creating a confidential relationship between the pen tester and client to
protect critical and confidential information or trade secrets? 

A. Penetration Testing Agreement 

B. Rules of Behavior Agreement 

C. Liability Insurance 

D. Non-Disclosure Agreement 

Correct Answer: D 

 

QUESTION 5

The Web parameter tampering attack is based on the manipulation of parameters exchanged between client and server
in order to modify application data, such as user credentials and permissions, price and quantity of products, etc.
Usually, this information is stored in cookies, hidden form fields, or URL Query Strings, and is used to increase
application functionality and control. This attack takes advantage of the fact that many programmers rely on hidden or
fixed fields (such as a hidden tag in a form or a parameter in a URL) as the only security measure for certain operations.
Attackers can easily modify these parameters to bypass the security mechanisms that rely on them. 

What is the best way to protect web applications from parameter tampering attacks? 

A. Validating some parameters of the web application 

B. Minimizing the allowable length of parameters 

C. Using an easily guessable hashing algorithm 

D. Applying effective input field filtering parameters 

Correct Answer: B 
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