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QUESTION 1

Which statement describes what happens during a file-disposition check for malware? 

A. The managed device extracts the pieces of file from the data stream, calculates a hash on each piece, and forwards
each piece to the cloud for checking. If all pieces are clean, the original file is forwarded to the destination. 

B. The managed device extracts all pieces of a file before calculating a hash on the complete file. Each piece is
forwarded to the destination with the final piece being released if the entire file is deemed clean. 

C. The managed device extracts all pieces of a file before calculating a hash on the complete file. If the entire file is
deemed clean, it is forwarded to the destination. 

D. The managed device extracts the pieces of file from the data stream, calculates a hash on each piece, and forwards
each piece to the cloud for checking. All pieces are also forwarded to the destination with the last piece being forwarded
if it is deemed clean. 

Correct Answer: B 

 

QUESTION 2

A file-type embedded attack is an example of which IoC event category? 

A. security intelligence 

B. IPS 

C. malware 

D. firewall 

Correct Answer: C 

 

QUESTION 3

Which application is required to enable Microsoft Active Directory identity integration for FirePOWER services? 

A. Sourcefire User Agent 

B. Microsoft Active Directory Manager 

C. Cisco Directory Agent 

D. Microsoft Active Directory Agent 

Correct Answer: A 

 

QUESTION 4
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Which impact flag indicates that action is to be taken immediately? 

A. 0 

B. 1 

C. 5 

D. 4 

Correct Answer: B 

 

QUESTION 5

When the Cisco ASA appliance is processing packets, which action is performed first? 

A. Check if the packet is permitted or denied by the inbound interface ACL. 

B. Check if the packet is permitted or denied by the outbound interface ACL. 

C. Check if the packet is permitted or denied by the global ACL. 

D. Check if the packet matches an existing connection in the connection table. 

E. Check if the packet matches an inspection policy. 

F. Check if the packet matches a NAT rule. 

Correct Answer: D 
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