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QUESTION 1

Which role(s) must be enable under Gateway configuration page to allow a VMware SD-WAN Gateway to build IPsec
tunnels to non-VM SD-WAN? 

A. Control Plane 

B. Control Plane + Data Plane + Partner Gateway 

C. Control Plane + Secure VPN Gateway 

D. Control Plane + Data Plane + Secure VPN Gateway 

Correct Answer: B 

 

QUESTION 2

Due to very strict security policies an enterprise customer is looking for an on-premises deployment of the VMware SD-
WAN Orchestrator and Controllers. Customer data is not expected to flow through this Controller, however it is desirable
that management plane traffic towards the Orchestrator coming from VMware SD-WAN Edges can take the overlay
tunnels through this controls. What are some of the needed steps to achieve the requirements above? 

A. Under gateway configuration -> Configure the Gateway roles as Control Plane, disable Data Plane and enable
management plane forward 

B. Under gateway configuration -> Configure the Gateway roles as Control Plane, disable Data Plane and add static
host routes with NAT hand off settings porting to the Orchestrator IPs under Partner Gateway advanced hand off
settings 

C. Under gateway configuration -> Configure the Gateway roles as Control-Plane, enable Data Plane and Partner
Gateway role and add static host mules with NAT hand off settings pointing to the Orchestrator IPs under Partner
Gateway advanced hand off settings 

D. Under gateway configuration -> Configure the Gateway roles as Control-Plane, enable Data Plant- and Partner
Gateway role and add a static default route with NAT hand off settings under Partner Gateway advanced hand oft
settings 

Correct Answer: C 

 

QUESTION 3

The VMware SD-WAN solution is comprised of Orchestrator, Gateway, and Edge. The architecture ensures separation
and secure communication between the management, control, and data plane of the solution. The management plane
consists of the VMware SD-WAN Orchestrator, and the control plane is comprised of the VMware SO-WAN Gateway/
Controller. Which statement correctly describes this situation? 

A. VMware SD-WAN Edges/Gateways establishes a Transport Layer Security (TLS) 1 2 encrypted session to the
VMware SU-WAN Orchestrator 

B. To make the entire solution to work property, TCP port 443 and HOP port 500 and UDP port 4500 are required to
open in the firewall rule, if Edge is deployed behind a Firewall. 
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C. There is impact on data plane when the Edge loses connectivity to the management plane. The operator only loses
the visibility of the Edge from Orchestrator and cannot make configuration changes on the Edge until the management
plane connectivity is resumed. 

D. Traffic between VMware SD-WAN Edges and from VMware SD-WAN Edges to VMware SD-WAN Gateways uses
VMware SD-WAN Management Protocol (VCMP) tunneling over User Datagram Protocol (UDP) port 2427. secured
with Internet Protocol Security (IPSec) 

Correct Answer: D 

 

QUESTION 4

Which statement describes a characteristic of VMware SU-WAN Edge (VCL) clustering? 

A. One VCE cluster can be formed with both virtual and hardware at the same lime 

B. A VCE cluster requires one dedicated interface for HA sync 

C. VCF clusters member sync flow tables between themselves. 

D. VCE cluster members should have unique IP addresses on its WAN interfaces 

Correct Answer: C 

 

QUESTION 5

A customer would like to use a VNF firewall on the VMware SU-WAN 600 series Edge. Where do the Edge firewall rules
of the VNF apply? 

A. Underlay 

B. Overlay 

C. WAN side 

D. LAN side 

Correct Answer: C 
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