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QUESTION 1

There is a requirement to block ransomware when a sensor is offline. Which blocking and isolation rule fulfills this
requirement? 

A. Known Malware --> Performs ransomware-like behavior --> Terminate process 

B. Not Listed Application --> Performs ransomware-like behavior --> Deny operation 

C. Suspect Malware --> Performs ransomware-like behavior --> Deny operation 

D. Unknown Application --> Performs ransomware-like behavior --> Terminate process 

Correct Answer: A 

 

 

QUESTION 2

Given the following query: 

SELECT hostname, cpu_type, cpu_brand, cpu_physical_cores, cpu_logical_cores, cpu_microcode, (1.0 *
physical_memory / (1000*1000*1000)) AS physical_mem_gb, hardware_vendor, hardware_model, hardware_version,
hardware_serial FROM system_info; 

Which statement Is correct? 

A. This query combines data from several different tables. 

B. This query customizes the results returned by the system. 

C. This query is missing a filter option. 

D. This query shows data from the physical_mem_gb column. 

Correct Answer: C 

 

 

QUESTION 3

Refer to the exhibit: 
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Which statement is true in regards to communication between the sensor and server? 

A. The sensor must be able to resolve the name cb.yourcompany.com. 

B. The server must have an entry in the host file for cb.yourcompany.com. 

C. The communication is unencrypted. 

D. The sensor will communicate on a non-default port. 

Correct Answer: C 

 

 

QUESTION 4

Carbon Black App Control maintains an inventory of all interesting (executable) files on endpoints where the agent is
installed. 

What is the initial inventory procedure called, and how can this process be triggered? 

A. Inventorying; enable Discovery mode 

B. Baselining; install the agent 

C. Discovery; place agent into Disabled mode 

D. Initialization; move agent out of Disabled mode 

Correct Answer: A 

 

 

QUESTION 5

An Enterprise EDR administrator has created a custom Watchlist and wants to add a custom query to a report in the
custom Watchlist. 

From which page can the administrator add this custom query? 
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A. Policies 

B. Watchlists 

C. Investigate 

D. Cloud Analysis 

Correct Answer: C 
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