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QUESTION 1

Which wildcard mask is associated with a subnet mask of /27?
A.0.0.0.31

B. 0.0.027

C.0.0.0.224

D. 0.0.0.255

Correct Answer: A

QUESTION 2

Scenario:

You are the security admin for a small company. This morning your manager has supplied you with a list of Cisco ISR
and CCP configuration questions. Using CCP, your job is to navigate the pre-configured CCP in order to find answers

to

your business question.
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Which policy is assigned to Zone Pair sdm-zip-OUT-IN?
A. Sdm-cls-http

B. OUT_SERVICE

C. Ccp-policy-ccp-cls-1

D. Ccp-policy-ccp-cls-2

Correct Answer: D
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QUESTION 3

Which statement about disabled signatures when using Cisco 10S IPS is true?
A. They do not take any actions, but do produce alerts.

B. They are not scanned or processed.

C. They still consume router resources.

D. They are considered to be "retired" signatures.

Correct Answer: C

Disabled means that the signature does not produce an alert but is compiled into memory and inspection takes place.
There are advantages of having signatures disabled, such as allowing the customer to quickly enable the signature
without waiting for it to be loaded into memory and for inspection to take place.

QUESTION 4

Refer to the exhibit.

Class-rap: TEST-Llass (match-ally
riatc: access-group 110
bA=tch: protocol hitp
frepect
Established Sesziong
Sescion BAABCESS (10,0212 238a)=(172 x@ 1 &0 hitp S15_OPEN
Cragted 00 00 10, Last heard OG CO.00
Bytes sent (imbatcr responder) [1265:643
Session 642BBYCE (1002 12.33581=# 26 26 51:80) http SIS _COPEN
Created 000015 Last heard ik
Bytes sent {imbiatcr responder) [P
Session B4300.220 (100 2 12N I==(172 26 26 51°30) htip o5 _OFEN
Created 00.00 14 Lasthe
Bytes sent finiatcr res
Session 643BBEAS (
Created 000014 eard 00 L0006
Eytes sent (iritztcr vespondert (2106, 19895)]
Clase-map: class-default (matoh-arrg
Biatcn: any
Crop (default action)
5S¢ packets, 2104 bvtes

F} [7219:39813]
12:32363)=>(172 26 26 51-80) hitp SIS_COPEN

Based on the show policy-map type inspect zone-pair session command output shown, what can be determined about
this Cisco I0S zone based firewall policy?
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LA 4

A. All packets will be dropped since the class-default traffic class is matching all traffic.
B. This is an inbound policy (applied to traffic sourced from the less secured zone destined to the more secured zone).

C. This is an outbound policy (applied to traffic sourced from the more secured zone destined to the less secured
zone).

D. Stateful packet inspection will be applied only to HTTP packets that also match ACL 110.
E. All non-HTTP traffic will be permitted to pass as long as it matches ACL 110.

F. All non-HTTP traffic will be inspected.

Correct Answer: D
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html

Match access-group To configure the match criteria for a class map on the basis of the specified access control list
(ACL), use the match access-group command in class-map configuration mode. To remove ACL match criteria from a
class map, use the no form of this command. match access-group {access-group | name access-group-name} no match
access-group access-group match protocol To configure the match criterion for a class map on the basis of a specified
protocol, use the match protocol command in class-map configuration mode. To remove the protocol-based match
criterion from the class map, use the no form of this command. Match protocol protocol-name no match protocol
protocol-name

QUESTION 5

Which characteristic is the foundation of Cisco Self-Defending Network technology?
A. secure connectivity

B. threat control and containment

C. policy management

D. secure network platform

Correct Answer: D

http://www.cisco.com/en/US/solutions/ns170/networking_solutions_products_genericcontent0900aecd8051f378.html
Create a Stronger Defense Against Threats Each day, you reinvent how you conduct business by adopting Internet-
based business models. But Internet connectivity without appropriate security can compromise the gains you hope to
make. In today\\'s connected environment, outbreaks spread globally in a matter of minutes, which means your security
systems must react instantly. Maintaining security using tactical, point solutions introduces complexity and
inconsistency, but integrating security throughout the network protects the information that resides on it. Three
components are critical to effective information security: ?A secure network platform with integrated security to which
you can easily add advanced security technologies and services ?Threat control services focused on antivirus
protection and policy enforcement that continuously monitor network activity and prevent or mitigate problems ?Secure
communication services that maintain the privacy and confidentiality of sensitive data, voice, video, and wireless
communications while cost-effectively extending the reach of your network
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