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QUESTION 1

While implementing QoS, which two types of queues are available on the Cisco ASA security appliance? (Choose two.)
A. best effort queue

B. round robin queue

C. weighted fair

D. low latency queue

Correct Answer: AD

QUESTION 2

Recently, a branch office of your company has upgraded its network by changing the network topology of the branch,
and the site-to-site VPN tunnel that runs between the branch and the corporate office has been reconfigured to perform
Reverse Route Injection to accommodate the recent change. You are performing OSPF between the corporate Cisco
ASA security appliance and routers on the internal network. Assume that the VPN configuration is correct, which step
will be taken on the corporate Cisco ASA security appliance to make sure that these new routes are visible to internal
routers running OSPF?

A. Reverse Route Injection uses RIP, so you must add a RIP process and redistribute the learned RIP routes into
OSPF.

B. Reverse Route Injection requires that you configure a new OSPF process that will add these routes to the Cisco ASA
security appliance routing table.

C. Reverse Route Injection uses static routes, so you must configure OSPF to redistribute the static routes.

D. Reverse Route Injection uses EIGRP, so you must add an EIGRP process and redistribute the learned EIGRP routes
into OSPF.

E. Reverse route injection requires that you add a static route for each branch-office network to the Cisco ASA security
appliance routing table.

Correct Answer: C

QUESTION 3

You work as a network engineer for your company. Recently, you have been tasked with verifying the Cisco ASA
security appliance interfaces that are used for a web connection from the Internet to a DMZ web server. According to
the presented Configuration > Device Setup > Interfaces pane, which two interfaces will a connection traverse when it is
coming from the Internet and connecting to the web server with the IP address 172.16.20.10? (Choose two.)
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A. GigabitEthernet0/2.30
B. Management0/0

C. GigabitEthernet0/2.20
D. GigabitEthernet0/0

E. GigabitEthernet0/1

F. GigabitEthernet0/2.10

Correct Answer: CD

QUESTION 4

As the administrator of a Cisco ASA security appliance, you have been tasked to configure SSL VPNs to require digital
certificates.

Which four configuration options are available on the Cisco ASA security appliance for digital certificate management for
SSL VPNs ? (Choose four.)
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A. The Cisco ASA security appliance can be configured to have a local CA that is subordinate to an external CA.

B. The subordinate local CA on the Cisco ASA security appliance can issue certificates to users who require a certificate
for their SSL VPN connections.

C. The Cisco ASA security appliance can generate a self-signed certificate to be used as its identity certificate for SSL
VPN connections.

D. The Cisco ASA security appliance can be configured to retrieve its identity certificate from an external CA.
E. The Cisco ASA security appliance can be configured as a standalone local CA.

F. The local CA on the Cisco ASA security appliance can issue certificates to users who require certificates for SSL
VPN connections.

G. An external CA must be used for SSL VPN users who require certificates for their SSL VPN connections.
H. The Cisco ASA security appliance must be configured to retrieve its identity certificate from an external CA.

Correct Answer: CDEF

QUESTION 5

You have configured two SSL VPN certificate-to-connection profile mappings for all users and Sales users. The
connection profiles for the Sales users are not being applied when the users connect. Based on the configuration that is
shown, what would cause this issue?

A. The priority of the RASSL4SALES mapping is too high and needs to be lower than the priority of the RASSL4ALL
mapping.

B. The priority of the RASSL4ALL mapping is too low and it needs to be increase but not more than the priority of the
RASSL4SALES mapping.

C. The priority of the RASSL4ALL mapping is not low enough and it needs to be lowered to 1.
D. The matching criteria for the RASSL4SALES mapping is too specific and should match something more generic.

Correct Answer: A
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