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QUESTION 1

Which three encapsulation types will be supported by the Cisco ASA security appliance for IPsec NAT transparency?
(Choose three.) 

A. NAT-T 

B. IPsec over TCP 

C. IPsec over UDP 

D. IPsec over PPTP 

E. L2TP over IPsec 

F. IPsec over GRE 

Correct Answer: ABC 

 

QUESTION 2

Recently, a branch office of your company has upgraded its network by changing the network topology of the branch,
and the site-to-site VPN tunnel that runs between the branch and the corporate office has been reconfigured to perform
Reverse Route Injection to accommodate the recent change. You are performing OSPF between the corporate Cisco
ASA security appliance and routers on the internal network. Assume that the VPN configuration is correct, which step
will be taken on the corporate Cisco ASA security appliance to make sure that these new routes are visible to internal
routers running OSPF? 

A. Reverse Route Injection uses RIP, so you must add a RIP process and redistribute the learned RIP routes into
OSPF. 

B. Reverse Route Injection requires that you configure a new OSPF process that will add these routes to the Cisco ASA
security appliance routing table. 

C. Reverse Route Injection uses static routes, so you must configure OSPF to redistribute the static routes. 

D. Reverse Route Injection uses EIGRP, so you must add an EIGRP process and redistribute the learned EIGRP routes
into OSPF. 

E. Reverse route injection requires that you add a static route for each branch-office network to the Cisco ASA security
appliance routing table. 

Correct Answer: C 

 

QUESTION 3

Refer to the exhibit. The HTTP inspection map named MY_HTTP_MAP is applied to the outside interface of the security
appliance. 

As a result of this configuration, which action does the security appliance take on HTTP traffic entering its outside
interface? NOTE: The CLI version of this configuration is provided here. 
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regex URL_ABC ".+abc\.com" 

regex URL_DEF ".+def\.com" 

regex URL_XYZ ".+xyz\.com" 

[. . .] 

class-map OUTSIDE_CLASS 

match any 

class-map type regex match-any URLs 

match regex URL_ABC 

match regex URL_XYZ 

class-map type inspect http match-all 

RESTRICTED_HTTP 

match request body length gt 1000 

match not request uri regex class URLs 

[. . .] 

policy-map type inspect http MY_HTTP_MAP 

parameters 

protocol-violation action drop-connection 

class RESTRICTED_HTTP 

drop-connection 

policy-map OUTSIDE_POLICY 

class OUTSIDE_CLASS 

inspect http MY_HTTP_MAP 

[. . .] 

service-policy OUTSIDE_POLICY interface outside 
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Exhibit: 
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A. Drops any HTTP packet that is destined for def.com and has a header length greater than 1000 bytes 

B. Drops any HTTP packet destined for abc.com that has a header length greater than 1000 bytes 

C. Drops any HTTP request for xyz.com that has a body length greater than 1000 bytes 

D. Drops any HTTP request for def.com that has a body length greater than 1000 bytes 

E. Drops any HTTP packet that is destined for abc.com or has a body length greater than 1000 bytes 

F. Drops any HTTP request that is destined for xyz.com or has a header length greater than 1000 bytes 

Correct Answer: D 

 

QUESTION 4
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Refer to the exhibit. What does Reverse Route Injection enable in this configuration? 

A. The Cisco ASA security appliance will advertise routes that are at the distant end of the site-to-site VPN tunnel. 

B. The Cisco ASA security appliance will advertise its default routes to the distant end of the site-to-site VPN tunnel. 

C. The Cisco ASA security appliance will advertise routes that are on its side of the site-to-site VPN tunnel to the distant
end of the site-to-site VPN tunnel. 

D. The Cisco ASA security appliance will advertise routes from the dynamic routing protocol that is running on the Cisco
ASA security appliance to the distant end of the site-to-site VPN tunnel. 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit. You have configured a Layer 7 policy map to match the size of HTTP header fields that are
traversing the network. Based on this configuration, will HTTP headers that are greater than 200 bytes be logged? 
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A. No, because the reset action for headers greater than 100 bytes would be the first match. 

B. Yes, because the log action for headers greater than 200 bytes would be the last match. 

C. Yes, because the reset action for headers greater than 100 bytes and the log action for headers greater than 200
bytes would both be applied. 

D. No, because reset or log actions are a part of the service policy and the Layer 7 policy map. 

Correct Answer: A 
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