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LA 4

QUESTION 1

Which statement about the 4-port GigabitEthernet card with hardware bypass is true?
A. Hardware bypass only works with inline interface pairs.

B. Hardware bypass is only supported on the Cisco IPS 4270 appliance.

C. Hardware bypass is independent from software bypass.

D. Hardware bypass is enabled if software bypass is configured to "OFF".

E. Hardware bypass is supported between any of the four GigabitEthernet ports

Correct Answer: A

QUESTION 2

Which Cisco IPS appliance TCP session tracking mode should be used if packets of the same session are coming to
the sensor over different interfaces, but should be treated as a single session?

A. interface and VLAN

B. virtual sensor

C. VLAN only

D. promiscuous

E. normalizer

Correct Answer: B

http://www.cisco.com/en/US/docs/security/ips/7.1/configuration/guide/ime/ime_policies.html#wp20 05229

Inline TCP Session Tracking Mode

When you choose to modify packets inline, if the packets from a stream are seen twice by the Normalizer engine, it
cannot properly track the stream state and often the stream is dropped. This situation occurs most often when a stream
is

routed through multiple VLANS or interfaces that are being monitored by the IPS. A further complication in this situation
is the necessity of allowing asymmetric traffic to merge for proper tracking of streams when the traffic for either direction
is

received from different VLANSs or interfaces.

To deal with this situation, you can set the mode so that streams are perceived as unique if they are received on
separate interfaces and/or VLANSs (or the subinterface for VLAN pairs).

The following inline TCP session tracking modes apply:

?nterface and VLAN--All packets with the same session key (AaBb) in the same VLAN (or inline VLAN pair) and on the
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same interface belong to the same session. Packets with the same key but on different VLANs are tracked separately.
?LAN Only--All packets with the same session key (AaBb) in the same VLAN (or inline VLAN pair) regardless
of the interface belong to the same session. Packets with the same key but on different VLANSs are tracked separately.

?irtual Sensor--All packets with the same session key (AaBb) within a virtual sensor belong to the same session. This is
the default and almost always the best option to choose.

QUESTION 3

Refer to the exhibit. What does the Deny Percentage setting affect?

MY-FILTER
Qi Yes [ )No
Signature ID: 2100
Subsignature ID: 0-255
Aftacker IPv4 Address: (10.2.1.1
Attacker IPv6 Address: .::l]-FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:F
Attacker Port: 0-65535 o
Victim IPw4 Address: |0.0.0.0-255.255.255.255
Victim IPv6 Address: | ::0-FFFF:FFFF:FFFF:FFFF: FF:FFFF:FFFF
Victim Port: 0-65535

Risk Rating: 0 to 100 oi

Actions to Subtract:

More Options
Active:

LY
v want
known

A. the percentage of the signatures to be tuned by the event action filter

642-627 PDF Dumps | 642-627 Practice Test | 642-627 Study Guide 3/6


https://www.pass4lead.com/642-627.html
https://www.pass4lead.com/642-627.html
https://www.pass4lead.com/642-627.html

s VCE & PDF https://www.pass4lead.com/642-627.html
2022 Latest pass4lead 642-627 PDF and VCE dumps Download

LA 4

Passd4lLead.com

B. the percentage of the Risk Rating value to be tuned by the event action filter

C. the percentage of packets to be denied for the deny attacker actions

D. the percentage of the signatures to be tuned by the event action overrides

Correct Answer: C
http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/idm/idm_event_action_rules.
html#wp2032330

?eny Percentage--Determines the percentage of packets to deny for deny attacker features. The valid range is 0 to 100.
The default is 100 percent.

QUESTION 4

Which ASA CLI command is used to configure the network parameters for downloading the AIP- SSM recovery image?
A. hw-module 1 recover boot

B. hw-module 1 recover configure

C. sysopt ips recovery configure

D. sysopt ips recover-location

E. boot hw-module 1 tftp

F. boot system tftp

Correct Answer: B

http://www.cisco.com/en/US/docs/security/ips/5.0/configuration/guide/cli/clissm.html#wp1034193

QUESTION 5

Which Cisco IPS appliance feature uses profile-based intrusion detection?
A. profiler

B. anomaly detection

C. threat detection

D. netflow

E. reputation filter

F. senderbase

Correct Answer: B
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