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QUESTION 1

Refer to the exhibit.

+Certificate

Certification path
cn=A5A5520,cisco com

k {Client) AcfeSe>"Rdvanced > IPser > Certificate to O

onfiguration > Remote Access YF
Connection Profile Maps > Rules

Define rubes to map certificates to desired connection h&d groups). Use the bottom table to configure
R AR certificate Fields tagether with their matching criteria ed rule.

[THis certificate i= Ok, | Certficate to Connection Profile Maps 0
% Add| [ Edt| [} Delete Q
| Map Name Mapped to Connection Profile
MANAQEERnt
DefaultCertificateMag 10 employee |
Mapping Criteria
& add &
| Field ponent  Operator
Cammon Mame {Ch)
Subpect Organizational Unit (OL1) Equals
[ apply || Reset |

The ABC Corporation is changing remote-user authentication from pre-shared keys to certificate-based authentication.
For most employee authentication, its group membership (the employees) governs corporate access. Certain
management personnel need access to more confidential servers. Access is based on the group and name, such as
finance and level_2. When it is time to pilot the new authentication policy, a finance manager is able to access the
department-assigned servers but cannot access the restricted servers.

As the network engineer, where would you look for the problem?

A. Check the validity of the identity and root certificate on the PC of the finance manager.

B. Change the Management Certificate to Connection Profile Maps > Rule Priority to a number that is greater than 10.
C. Check if the Management Certificate to Connection Profile Maps > Rules is configured correctly.

D. Check if the Certificate to Connection Profile Maps > Policy is set correctly.

Correct Answer: D

QUESTION 2
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Refer to the exhibit.

AZSALEZ0# show vpn-session anyconnect

U=ernames : engineerl Index : 7B
Azzigned IP : 10.0.4.80 Pub:lic IP : L2 .Ph. 26015
Protocol : Clientless 33L-Tunnel Dﬁ—Tunnel

License : AnyConnect Premium O

Encrypticon : RC4 AES1ZS8 * Hashing : BHAL

Bvtez TxH : B3506 e:b Bvtesz EREx : 17E1le
Group Policy @ engineering % Tunnel Group : contractor
Login Time  : 11:35:57 UTC g,&x I3l 2031

Duraticon : Oh:0lm:52s5 of0F

Inactivity : Oh:00m: IIII:ISQ

NAC EREesult : Unknown

VLAN Mapping : Static VLAN : 108

A NOC engineer needs to tune some prelogin parameters on an SSL VPN tunnel.

From the information that is shown, where should the engineer navigate to find the prelogin session attributes?
A. "engineering" Group Policy

B. "contractor" Connection Profile

C. "engineerl" AAA/Local Users

D. DfltGrpPolicy Group Policy

Correct Answer: B

QUESTION 3
Which feature is supported when implementing an IPsec VPN configuration using IKEv2?

A. IKEv2 authentication can be configured to negotiate authentication modes within the IKE policy when using Cisco
ASDM.

B. IKEV2 proposals are identical to IKEv1 policies.

C. When implementing IKEv2 with a site-to-site VPN, authentication parameters should contain a fallback to to PSKs, in
case certificate-based authentication fails.

D. IKEv2 peer authentication can be implemented with asymmetric authentication methods.

Correct Answer: D

QUESTION 4

Which three statements are Cisco AnyConnect VPN Client deployment options? (Choose three.)
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A. Configure the Cisco AnyConnect profile to automatically launch client or clientless SSL VPN upon discovering a
trusted network.

B. Automatically download the Cisco AnyConnect VPN Client upon Cisco IOS WebVPN login.
C. Prompt user upon Cisco I0S WebVPN login to select client or clientless SSL VPN within X seconds.

D. Configure the Cisco AnyConnect profile to automatically disconnect the client or clientless SSL VPN tunnel upon
discovering an untrusted network.

E. User manually launches client from SSL VPN clientless portal.

Correct Answer: BCE

QUESTION 5

Refer to the exhibit.

T
Configuration > Remote Access ¥PM = AAALocal Users = Local Users O

Create entries in the ASA local user database,

Command authorization must be enabled in order For the user account privileges ﬁanﬁ:rced. To enable command authorization, go to
Authorization.

L

A88 authentication console commands must be enabled in order For ce@access restrictions ko be enforced, To enable AAG authentication
command go to Authentication. V

! Username Privilege Level (Rale) Access Rest rs YPM Group Palicy YPM Group Lock

imanagerl 2 Mo ASDMCLT management -- Inherit Group Polic,. .
icu:untractu:ur 15 Full -- Inherit Group Palicy -- -- Inherit Group Palic, ..

|cantractorl z Mo ASDM[CLT new_hire -- Inherit Group Polic.. .

| Add

Edit

The user "contractor" inherits which VPN group policy?
A. employee

B. management

C. Defaut WEBVPNGroup D. DfltGrpPolicy

E. new_hire

Correct Answer: D
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