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QUESTION 1

When attempting to tunnel FTP traffic through a stateful firewall that might be performing NAT or PAT, which type of
VPN tunneling should you use to allow the VPN traffic through the stateful firewall? 

A. clientless SSL VPN 

B. IPsec over TCP 

C. smart tunnel 

D. SSL VPN plug-ins 

Correct Answer: B 

 

QUESTION 2

Refer to the exhibit. 

For the ABC Corporation, members of the NOC need the ability to select tunnel groups from a drop-down menu on the
Cisco WebVPN login page. As the Cisco ASA administrator, how would you accomplish this task? 

A. Define a special identity certificate with multiple groups, which are defined in the certificate OU field, that will grant the
certificate holder access to the named groups on the login page. 

B. Under Group Policies, define a default group that encompasses the required individual groups that will appear on the
login page. 

C. Under Connection Profiles, define a NOC profile that encompasses the required individual profiles that will appear on
the login page. 

D. Under Connection Profiles, enable "Allow user to select connection profile." 

Correct Answer: D 
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QUESTION 3

When deploying clientless SSL VPN advanced application access, the administrator needs to collect information about
the end-user system. Which three input parameters of an end-user system are important for the administrator to
identify? (Choose three.) 

A. types of applications and application protocols that are supported 

B. types of encryption that are supported on the end-user system 

C. the local privilege level of the remote user 

D. types of wireless security that are applied to the end-user tunnel interface 

E. types of operating systems that are supported on the end-user system 

F. type of antivirus software that is supported on the end-user system 

Correct Answer: ACE 

 

QUESTION 4

Upon receiving a digital certificate, what are three steps that a Cisco ASA performs to authenticate the digital certificate?
(Choose three.) 

A. The identity certificate validity period is verified against the system clock of the Cisco ASA. 

B. The identity certificate thumbprint is validated using the private key of the stored CA. 

C. The identity certificate signature is validated by using the stored root certificate. 

D. The signature is validated by using the stored identity certificate. 

E. If enabled, the Cisco ASA locates the CRL and validates the identity certificate. 

Correct Answer: ACE 

 

QUESTION 5

Refer to following Exhibit and answer the following question below: 
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The user, contractor1, receives an IP address when the VPN connection is established. Which statement regarding the
IP address is true? 

A. it is sourced from the contractor pool. 

B. it is sourced from the employee pool. 

C. it is sourced from the engineering pool. 

D. it is sourced from the management pool. 

E. it is dedicated address (10.0.4.120) 

Correct Answer: C 
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