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QUESTION 1

Authorization of a clientless SSL VPN defines the actions that a user may perform within a clientless SSL VPN session.
Which statement is correct concerning the SSL VPN authorization process?

A. Remote clients can be authorized by applying a dynamic access policy, which is configured on an external AAA
server.

B. Remote clients can be authorized externally by applying group parameters from an external database.
C. Remote client authorization is supported by RADIUS and TACACS+ protocols.
D. To configure external authorization, you must configure the Cisco ASA for cut-through proxy.

Correct Answer: B

QUESTION 2

When troubleshooting a site-to-site IPsec VPN deployment, you see a QM FSM message. What is the most likely cause
of this message?

A. The Quick Mode timers have expired.

B. There are mismatched proxy identities.

C. Forward Secrecy Mode has failed.

D. IKE Phase 1 has failed authentication due to mismatched DH groups.

Correct Answer: B

QUESTION 3

Refer to the exhibit.
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A NOC engineer is in the process of entering information into the Create New VPN Connection Entry fields. Which
statement correctly describes how to do this?

A. In the Connection Entry field, enter the name of the connection profile as it is specified on the Cisco ASA appliance.
B. In the Host field, enter the IP address of the remote client device.

C. In the Authentication tab, click the Group Authentication or Mutual Group Authentication radio button to enable
symmetrical pre-shared key authentication.

D. In the Name field, enter the name of the connection profile as it is specified on the Cisco ASA appliance.

Correct Answer: D

QUESTION 4

Refer to the exhibit.
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As the administrator of a Cisco ASA security appliance for remote-access IPsec VPNs, you are assisting a user who
has a digital certificate that is configured for the Cisco VPN Client. Based on the exhibit, what do you do to find the MD5
thumbprint of the "level_2" certificate?

A. Choose the certificate, then click Status > Certificates from the menu bar.

B. Choose the certificate, then click the View button.

C. Choose the certificate, then click Options > Properties from the menu bar.

D. Choose the certificate, then click the Verify button.

Correct Answer: B

QUESTION 5

When deploying clientless SSL VPNs, what should you do to support external unmanaged VPN clients?

A. Deploy a private PKI service.

B. Issue self-signed identity certificates for the external clients that you wish to provide with access to your enterprise.
C. Configure policies specifically for the clients that have a group userID and password.

D. Implement a global PKI service.

Correct Answer: D
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