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LA 4

QUESTION 1

Refer to the exhibit.

|%ASA-5-?13259: Group = contractor, Username = vpnuser, IP = 172.16.1.20, Session is being torn down. Reason: Phase 2 Mismatch |

While troubleshooting a remote-access application, a new NOC engineer received the logging message that is shown in
the exhibit. Which configuration is most likely to be mismatched?

A. IKE configuration

B. extended authentication configuration
C. IPsec configuration

D. digital certificate configuration

Correct Answer: C

QUESTION 2

When initiating a new SSL or TLS session, the client receives the server SSL certificate and validates it. After validating
the server certificate, what does the client use the certificate for?

A. The client and server use the server public key to encrypt the SSL session data.

B. The server creates a separate session key and sends it to the client. The client decrypts the session key by using the
server public key.

C. The client and server switch to a DH key exchange to establish a session key.
D. The client generates a random session key, encrypts it with the server public key, and then sends it to the server.

Correct Answer: D

QUESTION 3

When using clientless SSL VPN, you might not want some applications or web resources to go through the Cisco ASA
appliance. For these application and web resources, as a Cisco ASA administrator, which configuration should you
use?

A. Configure the Cisco ASA appliance for split tunneling.

B. Configure network access exceptions in the SSL VPN customization editor.

C. Configure the Cisco ASA appliance to disable content rewriting.

D. Configure the Cisco ASA appliance to enable URL Entry bypass.

E. Configure smart tunnel to bypass the Cisco ASA appliance proxy function.
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Correct Answer: C

QUESTION 4

In which three ways can a Cisco ASA security appliance obtain a certificate revocation list? (Choose three.)
A FTP

B. SCEP

C.TFTP

D. HTTP

E. LDAP

F. SCP

Correct Answer: BDE

QUESTION 5

What is the selection hierarchy to which attributes are applied to a clientless SSL VPN use? Drag an attribute policy on
the to the correct priority level within the attribute hierarchy on the right.

Select and Place:

What is tha selection hierarchy to which attributes are applied to a clienfless SSL VPN user? Drag an attribute policy on the left to
the correct priorty level within the attribute hierarchy on the right

,r::‘\(;\\)
s
b~ 4
Group Policy attributes aftached to the user profile highest priority
Py ® J
A
-
: . » (-7\/_{j\>
User Policy attributzs p \\\/}T_,
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b \
Default Group Palicy ami%@s s
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~
Group Palicy aftributes attachad to the connection prafile

Correct Answer:
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What is tha selection hierarchy to which attributes are applied to a clienfless SSL VPN user? Drag an attribute policy on the left to

the correct priority level within the attribute hierarchy on the right

o)

=S
f) DAPR attributes
>
@ User Policy attributas
g
@‘j Group Policy attributes attached to the user profile
i

Group Policy attributes attached ta the connection profile

Default Group Policy atinbutes
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