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QUESTION 1

Cisco AnyConnect profiles can be used to set which three options? (Choose three.)
A. Define a list of VPN gateways that are presented to users upon login.

B. Define a quarantine VLAN for remote devices that fail a host scan.

C. Define a guest VLAN to all "noncompany" Cisco 10S WebVPN users.

D. Define a list of backup servers if primary gateways are unavailable.

E. Activate the SSL VPN tunnel as part of the Windows login sequence.

F. Configure the Cisco Secure Desktop vault.

Correct Answer: ADE

QUESTION 2

Refer to the exhibit.

# status Disconnected | YPN Client - Version 5.0.01.0600

Connection Entries  3tatus  Certificates Log  Opkions Help
Fl=] |
_. : T
LT Imiport E =port Enrol Wernify P Delete CISCO

Connection Entries Certifizates l Log ] b

Murmber i Certificate é! Store ] F.en Size ] W alidity

1 contractor] 9& Cizco 1024 urtil Jun 27, 2011
] contractor g b icrosof 1024 until Jun 27, 2011
2 lewel 2 Q‘b Microgzof 1024 irvalid: ot active
Mot conmected. 7

The "level_2" digital certificate was installed on a laptop. What can cause an "invalid not active" status message?
A. On first use, a CA server-supplied passphrase is entered to validate the certificate.

B. A "newly installed" digital certificate does not become active until it is validated by the peer device upon its first
usage.

C. The user has not clicked the Verify button within the Cisco VPN Client.
D. The CA server and laptop PC clocks are out of sync.

Correct Answer: D
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QUESTION 3

An engineer, while working at a home office, wants to launch the Cisco AnyConnect Client to the corporate offices while
simultaneously printing network designs on the home network.

Without allowing access to the Internet, what are the two best ways for the administrator to configure this application?
(Choose two.)

A. Select the Tunnel All Networks policy.

B. Select the Tunnel Network List Below policy.

C. Select the Exclude Network List Below policy.

D. Configure an exempted network list.

E. Configure a standard access list and apply it to the network list.
F. Configure an extended access list and apply it to the network list.

Correct Answer: CE

QUESTION 4

When deploying clientless SSL VPNs, what should you do to support external unmanaged VPN clients?

A. Deploy a private PKI service.

B. Issue self-signed identity certificates for the external clients that you wish to provide with access to your enterprise.
C. Configure policies specifically for the clients that have a group userID and password.

D. Implement a global PKI service.

Correct Answer: D

QUESTION 5
Which three statements are Cisco AnyConnect VPN Client deployment options? (Choose three.)

A. Configure the Cisco AnyConnect profile to automatically launch client or clientless SSL VPN upon discovering a
trusted network.

B. Automatically download the Cisco AnyConnect VPN Client upon Cisco 10S WebVPN login.
C. Prompt user upon Cisco I0S WebVPN login to select client or clientless SSL VPN within X seconds.

D. Configure the Cisco AnyConnect profile to automatically disconnect the client or clientless SSL VPN tunnel upon
discovering an untrusted network.

E. User manually launches client from SSL VPN clientless portal.
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Correct Answer: BCE
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