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QUESTION 1

Which statement about scalability in Cisco OTV is true? 

A. Unknown unicasts are handled by the authoritative edge device. 

B. The control plane avoids flooding by exchanging MAC reachability. 

C. Any encapsulation overhead is avoided by using IS-IS. 

D. IP-based functionality provides Layer 3 extension over any transport. 

Correct Answer: B 

Explanation: Link : http://www.cisco.com/en/US/docs/solutions/Enterprise/Data_Center/DCI/whitepaper/DCI_1.
html#wp1185792 

 

QUESTION 2

Which three security features are available on Cisco Catalyst switches? (Choose three.) 

A. Port security 

B. DHCP snooping 

C. IP destination guard 

D. Private VLAN 

E. MACtrust 

F. Secure virtualization 

Correct Answer: ABD 

 

QUESTION 3

Which three are the benefits of the Cisco SecureX architecture? (Choose three.) 

A. Delivers granular visibility and control down to the user and device level 

B. Provides faster, more accurate protection from threats 

C. Increase operational efficiency with simplified polices, integrated security options, and automatic security
enforcement 

D. Improves network security in cooperation with trusted vendor, third-party ecosystem 

E. Provides partial security coverage over the network devices 

Correct Answer: ABC 
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Explanation: Link : 

http://www.cisco.com/en/US/solutions/collateral/ns170/ns896/ns1085/at_a_glance_c45- 653483.pdf 

 

QUESTION 4

Which statement about MACsec is true? 

A. MACsec does not work between any MACsec-capable supplicant and authenticator. 

B. MACsec provides Layer 2 hop-by-hop encryption, based on the 802.1AE standard. 

C. 802.1X protection includes the CMD field, which is used to carry the security group tag value. 

D. Cisco AnyConnect Release 3.0 supports both roles: supplicant and authenticator. 

Correct Answer: B 

Explanation: Link : 

http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/15.1/XE_330SG/configuration/ guide/swmacsec.html 

 

QUESTION 5

Is MACsec supported on all Cisco Catalyst switches? 

A. It is supported only on Catalyst 6500 Series Switches and Nexus switches. 

B. It is supported only on Catalyst 3560-C Series Switches and above. 

C. Yes, it is supported on all switches. 

D. It is supported only on Catalyst 4500-X Series Switches and above. 

Correct Answer: B 
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