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QUESTION 1

You implement a Windows Communication Foundation (WCF) service. The service is hosted in Internet Information
Services (IIS). 

The service must use X.509 certificates to authorize specific methods. 

You need to configure the service. 

What should you do? (Each correct answer presents part of the solution. Choose two.) 

A. Set the value of the Name property of the PrincipalPermissionAttribute to the identity of the certificate. 

B. Set the value of the ControlEvidence property of the SecurityPermissionAttribute to the identity of the certificate. 

C. In the web.config file for the service, in the serviceAuthorization element, set the value of the
PrincipalPermissionMode attribute to UseAspNetRoles. 

D. In the web.config file for the service, in the serviceAuthorization element, set the value of the
PrincipalPermissionMode attribute to UseWindowsGroups. 

Correct Answer: AC 

A: You can use the PrincipalPermissionAttribute class to control access to a method if the client credential type is a
certificate. To do this, you must have the certificate\\'s subject and thumbprint. 

Example: 

// Only a client authenticated with a valid certificate that has the 

// specified subject name and thumbprint can call this method. 

[PrincipalPermission(SecurityAction.Demand, 

Name = "CN=ReplaceWithSubjectName; 

123456712345677E8E230FDE624F841B1CE9D41E")] 

public double Multiply(double a, double b) 

{ 

return a * b; 

} 

C: Example: 

Set the PrincipalPermissionMode property to UseAspNetRoles as shown in the following configuration example: 
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Setting this value to UseAspNetRoles indicates that the Name property of the PrincipalPermissionAttribute will be used
to perform a string comparison. When a certificate is used as a client credential, by default WCF concatenates the
certificate common name and the thumbprint with a semicolon to create a unique value for the client\\'s primary identity.
With UseAspNetRoles set as the PrincipalPermissionMode on the service, this primary identity value is compared with
the Name property value to determine the access rights of the user. 

 

QUESTION 2

The following is an example of a SOAP envelope: 

  

 

 

 

 Public Class CheckStockRequest Public Property ltemld As Integer End Class 

C. 

 Public Class CheckStockRequest
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