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QUESTION 1

You are building an Azure Web App that uses Azure Active Directory B2C for identity. The app will use social providers
such as Facebook, Microsoft Account, and LinkedIn. The Web App has a customized home page that is based on the

user\\'s name. The Web App does not function if the user\\'s name cannot be retrieved.

You need to retrieve the user\\'s name and email address when they authenticate with one of the supported identity
providers.

What should you do?

A. Perform a Graph API query of the identity provider.

B. Query the underlying Active Directory provided by Azure Active Directory.
C. Retrieve the values from the Scope of the authentication request.

D. Inspect the Claims in the authorization token.

Correct Answer: D

QUESTION 2
Your company plans to migrate its on-premises Microsoft SQL Server databases to Azure.

You are considering using SQL Server 2014 on Azure virtual machines and Azure SQL Database. The planned
migration must support the following data security features:

* Database-level firewall rules

* Dynamic Data Masking

* Transparent data encryption (TDE)

You need to identify the data security features supported by each product.

Which feature should you identify? To answer, select the appropriate options in the answer area.

Hot Area:
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Answer Area

Database-level firewall rules:

Only Azure SQL Datgb
Only SQL Serve ;&!
&

Both F_‘@:,

Dynamic Data Masking:

v

Transparent data encryptic

Only Azure SQL Database
Only SQL Server 2014 on the Azure virtual machines
Both

Correct Answer:

Answer Area

Database-level firewall rules:

Only Azure SQL Datdbast
Only SOL Serve

S

F 20
g
Both Nt

Dynamic Data Masking:

v

Transparent data encryptig

Only Azure SQL Database
Only SQL Server 2014 on the Azure virtual machines
Both ' - B - '

Dynamic Data Masking is available in SQL Server 2016 (both as an Azure SQL database and SQL Server 2016 on an
Azure virtual machine) but not SQL Server 2014.

QUESTION 3
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You need to configure Azure Security Center to assist the CSIRT team.

Which services should you implement? To answer, drag the appropriate Azure Security Center services to the correct
key security area. Each service may be used once, more than once, or not at all. You may need to drag the split bar

between panes or scroll to view content.

Select and Place:

Azure Security Answer Area
Center services
Key security Az ecurity Center Service
area L}
. o
Security Roles and Access Area 1 %Q* Azure Security Center service
Controls @
gecuriw ‘:’D"‘ES and : Area, %{‘ Azure Security Center service
ecommendations 5 @
llocti [
g?[;[?a(g:gllectloﬂ e ‘1:@@93 3 Azure Security Center service
t-'\.-'
Ongcing Security Monitori Area 4 Azure Security Center service
Incident Response Area 5 Azure Security Center service
Correct Answer:
Azure Security Answer Area
Center services
Key security Az ecurity Center Service
area O
Area 1 @@Q Incident Response
| Arca \ Data Collection and
- @) Storage
e <@@e 2 Security Policies and
A Recommendations
i -
«i:@\ Security Roles and Access
@5\ b Controls
Area 5 Ongoing Security Monitoring
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QUESTION 4

You need to choose an Azure service for the training initiative.

Which two services should you use? Each correct answer presents part of the solution.
A. Azure SQL Data Warehouse

B. Media Services

C. Azure AD Connect

D. Notification Hubs

E. App Service

Correct Answer: BD

QUESTION 5

You need to ensure that users do not need to re-enter their passwords after they authenticate to cloud applications for
the first time. What should you do?

A. Enable Microsoft Account authentication.

B. Set up a virtual private network (VPN) connection between the VanArsdel premises and the Azure datacenter. Set up
a Windows Active Directory domain controller in Azure VM. Implement Integrated Windows authentication.

C. Deploy ExpressRoute.

D. Configure Azure Active Directory Sync to use single sign-on (SSO).

Correct Answer: D

Single sign-on (SSO) is a property of access control of multiple related, but independent software systems. With this

property a user logs in once and gains access to all systems without being prompted to log in again at each of them.
References: http://en.wikipedia.org/wiki/Single_sign-on
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