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QUESTION 1

Which of the following applications captures network packets as they traverse a network and displays them to the
attacker? 

A. Keylogger 

B. Sniffer 

C. Key fob 

D. Protocol analyzer 

Correct Answer: B 

A sniffer is a software tool that is used to capture any network traffic. Since a sniffer changes the NIC of the LAN card
into promiscuous mode, the NIC begins to record incoming and outgoing data traffic across the network. A sniffer attack
is 

a passive attack because the attacker does not directly connect with the target host. This attack is most often used to
grab logins and passwords from network traffic. Tools such as Ethereal, Snort, Windump, EtherPeek, Dsniff are some
good 

examples of sniffers. These tools provide many facilities to users such as graphical user interface, traffic statistics
graph, multiple sessions tracking, etc. Answer: D is incorrect. A protocol analyzer for particular types of networks is a
computer 

software or computer hardware that can intercept and log traffic passing over a digital network or part of a network. As
data streams flow across the network, the protocol analyzer captures each packet and, if needed, decodes and
analyzes 

its content according to the appropriate RFC or other specifications. 

Answer: A is incorrect. A keylogger is a software tool that traces all or specific activities of a user on a computer. Once a
keylogger is installed on a victim\\'s computer, it can be used for recording all keystrokes on the victim\\'s computer in a 

predefined log file. An attacker can configure a log file in such a manner that it can be sent automatically to a predefined
e-mail address. Some of the main features of a keylogger are as follows: 

It can record all keystrokes. 

It can capture all screenshots. 

It can record all instant messenger conversations. It can be remotely installed. 

It can be delivered via FTP or e-mail. 

Answer: C is incorrect. Key fobs are security devices used by telecommuters to provide one part of a three way match
for a user to log on to a secured network. 
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These are display-only devices that algorithmically generate security codes as part of a challenge/response
authentication system. This code usually changes very quickly and is used with the PIN for authentication. 

 

QUESTION 2

You are setting up the wireless network for your class. 

Instructions: For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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QUESTION 3

Which of the following is a broadcast domain created by a switch? 

A. VLAN 

B. MAN 

C. DMZ 

D. VPN 

Correct Answer: A 

A VLAN is a broadcast domain created by a switch. Each broadcast domain connected to interfaces of the switch is
known as a separate VLAN. A VLAN should be configured when a LAN has lots of traffic or more than 200 devices. It is
also required when groups of users need more security or when a group of users has the same type of work and needs
to be on the same broadcast domain. Answer: D is incorrect. A Virtual Private Network (VPN) is a computer network
that is implemented in an additional software layer (overlay) on top of an existing larger network for the purpose of
creating a private scope of computer communications or providing a secure extension of a private network into an
insecure network such as the Internet. The links between nodes of a Virtual Private Network are formed over logical
connections or virtual circuits between hosts of the larger network. The Link Layer protocols of the virtual network are
said to be tunneled through the underlying transport network. Answer: C is incorrect. A demilitarized zone (DMZ) is a
physical or logical subnetwork that contains and exposes external services of an organization to a larger network,
usually the Internet. The purpose of a DMZ is to add an additional layer of security to an organization\\'s Local Area
Network (LAN); an external attacker only has access to equipment in the DMZ, rather than the whole of the network.
Hosts in the DMZ have limited connectivity to specific hosts in the internal network, though communication with other
hosts in the DMZ and to the external network is allowed. This allows hosts in the DMZ to provide services to both the
internal and external networks, while an intervening firewall controls the traffic between the DMZ servers and the
internal network clients. In a DMZ configuration, most computers on the LAN run behind a firewall connected to a public
network such as the Internet. Answer: B is incorrect. Metropolitan Area Network (MAN) represents a network that
connects two or more LANs in the same geographic area. A network connecting two different buildings or offices in the
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same city is an example of a MAN. The LANs involved in a MAN are connected to one another through high-speed
connections such as T1, SONET, SDH, etc. A MAN is a hybrid of a LAN and a WAN. A WAN provides low to medium
speed access, whereas a MAN provides high-speed access. 

 

QUESTION 4

Which of the following is a physical address stored in the Network Interface card on your system or any other device
residing on your network? 

A. IP address 

B. I/O address 

C. MAC Address 

D. Broadcast address 

Correct Answer: C 

MAC address is a physical address stored in the Network Interface card on your system or any other device residing on
your network. A Media Access Control (MAC) address is a numerical identifier that is unique for each network interface
card (NIC). MAC addresses are 48-bit values expressed as twelve hexadecimal digits, usually divided into hyphen-
separated pairs, for example, FF-00-F8-32-13-19. The MAC address consists of two parts. The first three pairs are
collectively known as the Organizationally Unique Identifier (OUI). The remaining part is known as the device ID. The
OUI is administered by IEEE. MAC addresses are also referred to as hardware addresses, Ethernet addresses, and
universally administered addresses (UAAs). Answer: D is incorrect. Broadcast address is a special kind of IP address
that is used to send packets to all the devices on a same segment of a network. For IP broadcasts, broadcast address is
the address in which the host portion of the IP address consists of either all 0\\'s or all 255\\'s. For MAC broadcasts, all
of the bet positions in the address are enabled, making the address FFFF.FFFF.FFFF in hexadecimal. Answer: A is
incorrect. An IP address is a four-byte number that uniquely identifies a computer on a TCP/IP network. It is made up of
32 bits of information. These bits are divided into four sections, each section containing one byte (8 bits), also known as
an octet. Each node on the TCP/IP network must be assigned a unique IP address. There are two types of IP
addresses, i.e., Private and Public. Answer: B is incorrect. I/O address is a communication port between a device and
the CPU. The CPU needs a memory address, known as Input/ Output (I/O) address, to communicate with any
peripheral device. I/O address is a hexadecimal number that the CPU uses to identify a device. I/O address allows the
CPU to send instructions to devices installed on the bus slot of a computer. Resources such as I/O addresses, IRQs,
and DMAs are configurable aspects of communication between devices inside a PC. Whenever a component, such as a
sound card or internal modem is installed in a PC, its I/O address, IRQ, and DMA channels must be correctly
configured. 

 

QUESTION 5

Which of the following are the types of group scopes? Each correct answer represents a complete solution. Choose all
that apply. 

A. Global 

B. Domain Users 

C. Universal 

D. Domain local 
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Correct Answer: ACD 

Answer: D, A, and C Following are the types of group scopes: 1.Domain local 2.Global 3.Universal 
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