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QUESTION 1

Which is the minimum requirement to create BitLocker-To-Go media on a client computer? 

A. Windows XP Professional Service Pack 3 

B. Windows Vista Enterprise Edition 

C. Windows 7 Enterprise Edition 

D. Windows 2000 Professional Service Pack 4 

Correct Answer: A 

 

QUESTION 2

When conducting a security audit the first step is to: A. Inventory the company\\'s technology assets 

B. Install auditing software on your servers 

C. Set up the system logs to audit security events 

D. Set up a virus quarantine area 

Correct Answer: A 

 

QUESTION 3

You work as a Network Administrator for TechMart Inc. The company has a Windows-based network. After completing a
security audit of the company\\'s Microsoft Windows Server 2008 R2 file servers, you have determined that folder and
share security requires a revision on the basis of corporate reorganization. You have noticed that some shares on the
file system are not secured. Which of the following is a feature that you will use to reassign permissions without
assigning permissions to every parent and child folder? 

A. Inheritance 

B. Kerberos 

C. TCP/IP protocol 

D. User Account Control (UAC) 

Correct Answer: A 

Inheritance is defined as the concept of permissions that are propagated to an object from a parent object. It is found in
both file system permissions and Active Directory permissions and does not work with share permissions. It is used to
reassign permissions without assigning permissions to every parent and child folder Answer: B is incorrect. Kerberos is
defined as a secure method used for authenticating a request for a service in a computer network. Answer: D is
incorrect. User Account Control (UAC) is used to prevent unauthorized changes to computers on the domain. Answer: C
is incorrect. TCP/IP protocol is used to define the rule computers are required to follow for communicating with each
other over the internet. 
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QUESTION 4

Which of the following is a security protocol that is used to protect data from being modified, corrupted, or accessed
without authorization? 

A. Honeypot 

B. IP Security (IPsec) 

C. DNSSEC 

D. Protocol spoofing 

Correct Answer: B 

Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP) communications by authenticating
and encrypting each IP packet of a data stream. IPsec also includes protocols for establishing mutual authentication
between agents at the beginning of the session and negotiation of cryptographic keys to be used during the session.
IPsec can be used to protect data flows between a pair of hosts, between a pair of security gateways, or between a
security gateway and a host. Answer: C is incorrect. Domain Name System Security Extensions (DNSSEC) is a suite of
Internet Engineering Task Force (IETF) specifications for securing certain kinds of information provided by the Domain
Name System (DNS) as used on Internet Protocol (IP) networks. It is a set of extensions to DNS which provide to DNS
clients origin authentication of DNS data, authenticated denial of existence, and data integrity, but not availability or
confidentiality. Answer: A is incorrect. A honey pot is a computer that is used to attract potential intruders or attackers. It
is for this reason that a honey pot has low security permissions. A honey pot is used to gain information about the
intruders and their attack strategies. Answer: D is incorrect. Protocol spoofing is used in data communications for
enhancing the performance in situations where an currently working protocol is inadequate. In a computer security
context, it refers to several forms of falsification of technically unrelated data. 

 

QUESTION 5

Which password attack uses all possible alpha numeric combinations? 

A. Social engineering 

B. Brute force attack 

C. Dictionary attack 

D. Rainbow table attack 

Correct Answer: C 
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