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QUESTION 1

What are two reasons why it is recommended that a Web application be scanned in a preproduction environment?
(Choose two.) 

A. to avoid having to notify the application owner 

B. to improve scan performance 

C. to avoid service interruption 

D. to obtain more accurate results 

E. to avoid corruption of the production database 

Correct Answer: CE 

 

QUESTION 2

In which three areas does AppScan test for vulnerabilities? 

A. the network layer, the web application, the web server 

B. the operating system, the web application platform, the database 

C. the web application, the web server, the web application platform 

D. the web application platform, the network layer, the web server 

Correct Answer: C 

 

QUESTION 3

Which three actions should you take if your application requires form-based authentication? (Choose three.) 

A. record a login sequence 

B. configure platform authentication 

C. configure client-side certificates 

D. ensure that in-session detection is enabled and properly configured 

E. ensure that all session tokens are being tracked 

F. reduce the number of threads to one 

Correct Answer: ADE 
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QUESTION 4

What are the implications of Malicious File Execution vulnerabilities? 

A. user impersonation and authentication bypass 

B. authentication bypass and site defacement 

C. site defacement and complete takeover of the application 

D. complete takeover of the application and user impersonation 

Correct Answer: C 

 

QUESTION 5

Which username/passwords combination would NOT be reported as predictable by AppScan? 

A. admin/admin 

B. johnr/Na2acrA 

C. user1/password 

D. johnr/nascar 

Correct Answer: B 
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