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QUESTION 1

What does a Cross-site Scripting vulnerability allow an attacker to do? 

A. execute a malicious script on the Web server 

B. change the Web server configuration 

C. steal a user session tokens 

D. drop database tables 

Correct Answer: C

 

QUESTION 2

Which AppScan report type relates to Sarbanes-Oxley Act, HIPPA and FISMA? 

A. Compliance 

B. WASC Threat Classification 

C. OWASP Top 10 

D. Delta Analysis 

Correct Answer: A 

 

QUESTION 3

AppScan belongs to which category of vulnerability assessment tools? 

A. Host Scanners 

B. Network Scanners 

C. Black-Box Scanners 

D. White-Box Scanners 

Correct Answer: C 

 

QUESTION 4

What are the implications of Malicious File Execution vulnerabilities? 

A. user impersonation and authentication bypass 

B. authentication bypass and site defacement 
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C. site defacement and complete takeover of the application 

D. complete takeover of the application and user impersonation 

Correct Answer: C 

 

QUESTION 5

What are two reasons why it is recommended that a Web application be scanned in a preproduction environment?
(Choose two.) 

A. to avoid having to notify the application owner 

B. to improve scan performance 

C. to avoid service interruption 

D. to obtain more accurate results 

E. to avoid corruption of the production database 

Correct Answer: CE 
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