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QUESTION 1

Which function can be used to tune out Events/Flows with a specific QID and a specific destination IP address from
contributing to an offense?

A. False Positive

B. Tuning Window

C. Asset Discovery
D. Network Hierarchy

Correct Answer: A

QUESTION 2

What must be done to put licenses into effect after applying a license file using the Managed License action of the
System and License Management dialog?

A. click on Deploy License

B. select Restart System to activate the license key

C. open theDeployment Editor, right-click on each host, and select Deploy

D. select System and License Manage System and then select Deploy License Key

Correct Answer: A

QUESTION 3

How can asset profiles be searched?

A. From the Assets tab

B. From the Offenses tab

C. Right-click on any

D. Address from the Actions pull-down menu

Correct Answer: A

QUESTION 4
What is required toconnect a WinCollect agent to IBM Security QRadar SIEM V7.1?

A. SSH Keys
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B. domain credentials
C. user name and password
D. an authorized services token

Correct Answer: D

QUESTION 5
Which statement best describes the advantages of implementing NetFlow monitoring?

A. If antivirus software signatures fail todetect malware infection, NetFlow monitoring can help identify malware
propagation by using its own signatures.

B. NetFlow provides the ability to detect suspicious log activity. Each log contains the number of bytes and packets
transferred by both the SRC and DST allowing for volume- based reporting of network traffic.

C. NetFlow provides deep packet inspection, from layers three to seven of the OSI model, increasing visibility into
applications; whereas, traditional flow monitoring only provides visibility at layers three and four.

D. NetFlow provides the ability to detect suspicious network activity, e.g. identify a potential botnet when Local to
Remote traffic is matched to an IP address configured in a corresponding Remote Network group.

Correct Answer: D
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