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QUESTION 1

Mark works as a project manager for TechSoft Inc. Mark, the project team, and the key project stakeholders have
completed a round of qualitative risk analysis. He needs to update the risk register with his findings so that he can
communicate the risk results to the project stakeholders - including management. Mark will need to update all of the
following information except for which one? 

A. Watchlist of low-priority risks 

B. Prioritized list of quantified risks 

C. Risks grouped by categories 

D. Trends in qualitative risk analysis 

Correct Answer: B 

 

QUESTION 2

Which of the following formulas was developed by FIPS 199 for categorization of an information system? 

A. SC information system = {(confidentiality, impact), (integrity, controls), (availability, risk)} 

B. SC information system = {(confidentiality, impact), (integrity, impact),(availability, impact)} 

C. SC information system = {(confidentiality, controls), (integrity, controls), (availability, controls )} 

D. SC information system = {(confidentiality, risk), (integrity, impact), (availability, controls)} 

Correct Answer: B 

 

QUESTION 3

Which of the following requires all general support systems and major applications to be fully certified and accredited
before these systems and applications are put into production? Each correct answer represents a part of the solution.
Choose all that apply. 

A. NIST 

B. FIPS 

C. Office of Management and Budget (OMB) 

D. FISMA 

Correct Answer: CD 

 

QUESTION 4
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Which of the following DITSCAP phases validates that the preceding work has produced an IS that operates in a
specified computing environment? 

A. Phase 4 

B. Phase 3 

C. Phase 2 

D. Phase 1 

Correct Answer: B 

 

QUESTION 5

The phase 0 of Risk Management Framework (RMF) is known as strategic risk assessment planning. Which of the
following processes take place in phase 0? Each correct answer represents a complete solution. Choose all that apply. 

A. Review documentation and technical data. 

B. Apply classification criteria to rank data assets and related IT resources. 

C. Establish criteria that will be used to classify and rank data assets. 

D. Identify threats, vulnerabilities, and controls that will be evaluated. 

E. Establish criteria that will be used to evaluate threats, vulnerabilities, and controls. 

Correct Answer: BCDE 
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