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QUESTION 1

A security analyst is performing an investigation involving multiple targeted Windows malware binaries. The analyst
wants to gather intelligence without disclosing information to the attackers. Which of the following actions would allow
the analyst to achieve the objective?

A. Upload the binary to an air gapped sandbox for analysis

B. Send the binaries to the antivirus vendor

C. Execute the binaries on an environment with internet connectivity

D. Query the file hashes using VirusTotal

Correct Answer: A

The best action that would allow the analyst to gather intelligence without disclosing information to the attackers is to
upload the binary to an air gapped sandbox for analysis. An air gapped sandbox is an isolated environment that has no
connection to any external network or system. Uploading the binary to an air gapped sandbox can prevent any
communication or interaction between the binary and the attackers, as well as any potential harm or infection to other

systems or networks. An air gapped sandbox can also allow the analyst to safely analyze and observe the behavior,
functionality, or characteristics of the binary.

QUESTION 2

Patches for two highly exploited vulnerabilities were released on the same Friday afternoon. Information about the
systems and vulnerabilities is shown in the tables below:

Vulnerability name |Description
inter.drop Remote Code Execution (RCE)
slow.roll Denial of Service (DoS)
System name |Vulnerability Network segment
manning slow.roll internal
brees inter.drop internal
brady inter.drop external

slow.roll; :
rogers inter.drop isolated vlan

Which of the following should the security analyst prioritize for remediation?
A. rogers

B. brady
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C. brees
D. manning

Correct Answer: B

QUESTION 3

An analyst receives threat intelligence regarding potential attacks from an actor with seemingly unlimited time and
resources. Which of the following best describes the threat actor attributed to the malicious activity?

A. Insider threat

B. Ransomware group
C. Nation-state

D. Organized crime

Correct Answer: C

QUESTION 4

An analyst is remediating items associated with a recent incident. The analyst has isolated the vulnerability and is
actively removing it from the system. Which of the following steps of the process does this describe?

A. Eradication

B. Recovery

C. Containment

D. Preparation

Correct Answer: A

Eradication is a step in the incident response process that involves removing any traces or remnants of the incident from
the affected systems or networks, such as malware, backdoors, compromised accounts, or malicious files. Eradication
also involves restoring the systems or networks to their normal or secure state, as well as verifying that the incident is
completely eliminated and cannot recur. In this case, the analyst is remediating items associated with a recent incident

by isolating the vulnerability and actively removing it from the system. This describes the eradication step of the incident
response process.

QUESTION 5

A new prototype for a company\\'s flagship product was leaked on the internet. As a result, the management team has
locked out all USB dives. Optical drive writers are not present on company computers. The sales team has been
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granted an exception to share sales presentation files with third parties. Which of the following would allow the IT team
to determine which devices are USB enabled?

A. Asset tagging

B. Device encryption
C. Data loss prevention
D. SIEM logs

Correct Answer: D
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