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QUESTION 1

HOTSPOT

The developers recently deployed new code to three web servers. A daily automated external device scan report shows
server vulnerabilities that are failing items according to PCI DSS.

If the vulnerability is not valid, the analyst must take the proper steps to get the scan clean.

If the vulnerability is valid, the analyst must remediate the finding.

After reviewing the information provided in the network diagram, select the STEP 2 tab to complete the simulation by
selecting the correct Validation Result and Remediation Action for each server listed using the drop-down options.

INSTRUCTIONS

STEP 1: Review the information provided in the network diagram.

STEP 2: Given the scenario, determine which remediation action is required to address the vulnerability.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Step 1
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Hot Area:

Correct Answer:
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QUESTION 2

A security team is struggling with alert fatigue, and the Chief Information Security Officer has decided to purchase a
SOAR platform to alleviate this issue. Which of the following BEST describes how a SOAR platform will help the security
team? 

A. SOAR will integrate threat intelligence into the alerts, which will help the security team decide which events should be
investigated first. 

B. A SOAR platform connects the SOC with the asset database, enabling the security team to make informed decisions
immediately based on asset criticality. 

C. The security team will be able to use the SOAR framework to integrate the SIEM with a TAXII server, which has an
automated intelligence feed that will enhance the alert data. 

D. Logic can now be created that will allow the SOAR platform to block specific traffic at the firewall according to
predefined event triggers and actions. 

Correct Answer: A 

 

QUESTION 3

A security analyst must preserve a system hard drive that was involved in a litigation request 

Which of the following is the best method to ensure the data on the device is not modified? 

A. Generate a hash value and make a backup image. 

B. Encrypt the device to ensure confidentiality of the data. 

C. Protect the device with a complex password. 

D. Perform a memory scan dump to collect residual data. 

Correct Answer: A 

Generating a hash value and making a backup image is the best method to ensure the data on the device is not
modified, as it creates a verifiable copy of the original data that can be used for forensic analysis. Encrypting the device,
protecting it with a password, or performing a memory scan dump do not prevent the data from being altered or deleted.
Verified References: CompTIA CySA+ CS0-002 Certification Study Guide, page 3291 

 

QUESTION 4

A cybersecurity analyst is tasked with scanning a web application to understand where the scan will go and whether
there are URIs that should be denied access prior to more in-depth scanning. Which of following best fits the type of
scanning activity requested? 

A. Uncredentialed scan 

B. Discovery scan 
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C. Vulnerability scan 

D. Credentialed scan 

Correct Answer: B 

A discovery scan is typically used to identify the scope of a web application and understand where the scan will go. This
type of scan is often the first step in assessing a web application\\'s security and helps the analyst determine which
areas 

should be further examined or tested in-depth. 

Reference: https://qualysguard.qg2.apps.qualys.com/portal-help/en/was/scans/scanning_basics.htm 

 

QUESTION 5

A security analyst who works in the SOC receives a new requirement to monitor for indicators of compromise. Which of
the following is the first action the analyst should take in this situation? 

A. Develop a dashboard to track the indicators of compromise. 

B. Develop a query to search for the indicators of compromise. 

C. Develop a new signature to alert on the indicators of compromise. 

D. Develop a new signature to block the indicators of compromise. 

Correct Answer: B 
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