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QUESTION 1

A company\\'s security team is updating a section of the reporting policy that pertains to inappropriate use of resources
(e.g., an employee who installs cryptominers on workstations in the office). Besides the security team, which of the
following groups should the issue be escalated to first in order to comply with industry best practices? 

A. Help desk 

B. Law enforcement 

C. Legal department 

D. Board member 

Correct Answer: C 

When updating a reporting policy that pertains to inappropriate use of resources, it\\'s important to involve the legal
department as one of the first steps. Inappropriate use of resources can have legal implications, and involving the legal
department ensures that the policy aligns with legal regulations and requirements. They can provide guidance on the
appropriate actions to take and help ensure that the policy is comprehensive and legally sound. 

 

QUESTION 2

An analyst notices there is an internal device sending HTTPS traffic with additional characters in the header to a known-
malicious IP in another country. Which of the following describes what the analyst has noticed? 

A. Beaconing 

B. Cross-site scripting 

C. Buffer overflow 

D. PHP traversal 

Correct Answer: A 

 

QUESTION 3

An organization is concerned about the security posture of vendors with access to its facilities and systems. The
organization wants to implement a vendor review process to ensure the policies implemented by vendors are in line with
its own. Which of the following will provide the highest assurance of compliance? 

A. An in-house red-team report 

B. A vendor self-assessment report 

C. An independent third-party audit report 

D. Internal and external scans from an approved third-party vulnerability vendor 

Correct Answer: C 
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QUESTION 4

A development team recently released a new version of a public-facing website for testing prior to production. The
development team is soliciting the help of various teams to validate the functionality of the website due to its high
visibility. Which of the following activities best describes the process the development team is initiating? 

A. Static analysis 

B. Stress testing 

C. Code review 

D. User acceptance testing 

Correct Answer: D 

 

QUESTION 5

A security technician is testing a solution that will prevent outside entities from spoofing the company\\'s email domain,
which is compatia.org. The testing is successful, and the security technician is prepared to fully implement the solution.
Which of the following actions should the technician take to accomplish this task? 

A. Add TXT @ "v=spfl mx include:_spf.comptia. org -all" to the DNS record. 

B. Add : XT @ "v=spfl mx include:_sp?comptia.org -al"; to the email server. 

C. Add TXT @ "v=spfl mx include:_sp?comptia.org +al"; to the domain controller. 

D. AddTXT @ "v=apfl mx lnclude:_spf .comptia.org +a 11" to the web server. 

Correct Answer: A 

" to the DNS record can help to prevent 

outside entities from spoofing t"ich is comptia.org. This is an example of a Sender Policy Framework (SPF) record,
which is a type of DNS record that specifies which mail servers are authorized to send email on behalf of a domain.
SPF 

records can help to prevent spoofing by allowing the recipient mail servers to check the validity of" " at the end of the
SPF record indicates that any mail server that is not listed in the SPF record is not authorized to send email for
comptia.org . 

https://www.cloudflare.com/learning/ssl/what-is-domain-spoofing/ 
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