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QUESTION 1

Which of the following are valid authentication user group types on a FortiGate unit? (Select all that apply.)
A. Firewall

B. Directory Service

C. Local

D. LDAP

E. PKI

Correct Answer: AB

QUESTION 2

A FortiGate AntiVirus profile can be configured to scan for viruses on SMTP, FTP, POP3, and SMB protocols using
which inspection mode?

A. Proxy

B. DNS

C. Flow-based

D. Man-in-the-middle

Correct Answer: C

QUESTION 3

A client can establish a secure connection to a corporate network using SSL VPN in tunnel mode.

Which of the following statements are correct regarding the use of tunnel mode SSL VPN? (Select all that apply.)
A. Split tunneling can be enabled when using tunnel mode SSL VPN.

B. Client software is required to be able to use a tunnel mode SSL VPN.

C. Users attempting to create a tunnel mode SSL VPN connection must be authenticated by at least one SSL VPN
policy.

D. The source IP address used by the client for the tunnel mode SSL VPN is assigned by the FortiGate unit.

Correct Answer: ABCD
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QUESTION 4

Which email filter is NOT available on a FortiGate device?

A. Sender IP reputation database.

B. URLs included in the body of known SPAM messages.

C. Email addresses included in the body of known SPAM messages.
D. Spam object checksums.

E. Spam grey listing.

Correct Answer: E

QUESTION 5
Which of the following statements is correct regarding a FortiGate unit operating in NAT/Route mode?

A. The FortiGate unit requires only a single IP address for receiving updates and configuring from a management
computer.

B. The FortiGate unit must use public IP addresses on both the internal and external networks.

C. The FortiGate unit commonly uses private IP addresses on the internal network but hides them using rk address
translation.

D. The FortiGate unit uses only DHCP-assigned IP addresses on the internal network.

Correct Answer: C
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