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QUESTION 1

Caching improves performance by reducing FortiGate unit requests to the FortiGuard server. 

Which of the following statements are correct regarding the caching of FortiGuard responses? (Select all that apply.) 

A. Caching is available for web filtering, antispam, and IPS requests. 

B. The cache uses a small portion of the FortiGate system memory. 

C. When the cache is full, the least recently used IP address or URL is deleted from the cache. 

D. An administrator can configure the number of seconds to store information in the cache be- fore the FortiGate unit
contacts the FortiGuard server again. 

E. The size of the cache will increase to accomodate any number of cached queries. 

Correct Answer: BCD 

 

 

QUESTION 2

In order to match an identity-based policy, the FortiGate unit checks the IP information. Once inside the policy, the
following logic is followed: 

A. First, a check is performed to determine if the user\\'s login credentials are valid. Next, the user is checked to
determine if they belong to any of the groups defined for that policy. Finally, user restrictions are determined and port,
time, and UTM profiles are applied. 

B. First, user restrictions are determined and port, time, and UTM profiles are applied. Next, a check is performed to
determine if the user\\'s login credentials are valid. Finally, the user is checked to determine if they belong to any of the
groups defined for that policy. 

C. First, the user is checked to determine if they belong to any of the groups defined for that policy. Next, user
restrictions are determined and port, time, and UTM profiles are applied. Finally, a check is performed to determine if
the user\\'s login credentials are valid. 

Correct Answer: A 

 

 

QUESTION 3

A FortiGate unit can provide which of the following capabilities? (Select all that apply.) 

A. Email filtering 

B. Firewall 

C. VPN gateway 
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D. Mail relay 

E. Mail server 

Correct Answer: ABC 

 

QUESTION 4

A FortiGate unit can scan for viruses on which types of network traffic? (Select all that apply.) 

A. POP3 

B. FTP 

C. SMTP 

D. SNMP 

E. NetBios 

Correct Answer: ABC 

 

QUESTION 5

In which order are firewall policies processed on the FortiGate unit? 

A. They are processed from the top down according to their sequence number. 

B. They are processed based on the policy ID number shown in the left hand column of the policy window. 

C. They are processed on best match. 

D. They are processed based on a priority value assigned through the priority column in the policy window. 

Correct Answer: A 
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