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QUESTION 1

If Routing Information Protocol (RIP) version 1 or version 2 has already been configured on a FortiGate unit, which of
the following statements is correct if the routes learned through RIP need to be advertised into Open Shortest Path First
(OSPF)? 

A. The FortiGate unit will automatically announce all routes learned through RIP v1 or v2 to its OSPF neighbors. 

B. The FortiGate unit will automatically announce all routes learned only through RIP v2 to its OSPF neighbors. 

C. At a minimum, the network administrator needs to enable Redistribute RIP in the OSPF Advanced Options. 

D. The network administrator needs to configure a RIP to OSPF announce policy as part of the RIP settings. 

E. At a minimum, the network administrator needs to enable Redistribute Default in the OSPF Advanced Options. 

Correct Answer: C 

 

QUESTION 2

Review the configuration for FortiClient IPsec shown in the Exhibit below. 

Which of the following statements is correct regarding this configuration? 

A. The connecting VPN client will install a route to a destination corresponding to the STUDENT_INTERNAL address
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object 

B. The connecting VPN client will install a default route 

C. The connecting VPN client will install a route to the 172.20.1.[1-5] address range 

D. The connecting VPN client will connect in web portal mode and no route will be installed 

Correct Answer: A 

 

QUESTION 3

What advantages are there in using a hub-and-spoke IPSec VPN configuration instead of a fully- meshed set of IPSec
tunnels? (Select all that apply.) 

A. Using a hub and spoke topology is required to achieve full redundancy. 

B. Using a hub and spoke topology simplifies configuration because fewer tunnels are required. 

C. Using a hub and spoke topology provides stronger encryption. 

D. The routing at a spoke is simpler, compared to a meshed node. 

Correct Answer: BD 

 

QUESTION 4

Which of the following statements is correct regarding the antivirus scanning function on the FortiGate unit? 

A. Antivirus scanning provides end-to-end virus protection for client workstations. 

B. Antivirus scanning provides virus protection for the HTTP, Telnet, SMTP, and FTP protocols. 

C. Antivirus scanning supports banned word checking. 

D. Antivirus scanning supports grayware protection. 

Correct Answer: D 

 

QUESTION 5

In the Tunnel Mode widget of the web portal, the administrator has configured an IP Pool and enabled split tunneling. 

Which of the following statements is true about the IP address used by the SSL VPN client? 

A. The IP pool specified in the SSL-VPN Tunnel Mode Widget Options will override the IP address range defined in the
SSL-VPN Settings. 

B. Because split tunneling is enabled, no IP address needs to be assigned for the SSL VPN tunnel to be established. 

C. The IP address range specified in SSL-VPN Settings will override the IP address range in the SSL-VPN Tunnel Mode
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Widget Options. 

Correct Answer: A 
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