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QUESTION 1

Examine the static route configuration shown below; then answer the question following it. 

config router static edit 1 set dst 172.20.1.0 255.255.255.0 set device port1 set gateway 172.11.12.1 set distance 10 set
weight 5 next edit 2 set dst 172.20.1.0 255.255.255.0 set blackhole enable set distance 5 set weight 10 next end 

Which of the following statements correctly describes the static routing configuration provided? (Select all that apply.) 

A. All traffic to 172.20.1.0/24 will always be dropped by the FortiGate unit. 

B. As long as port1 is up, all the traffic to 172.20.1.0/24 will be routed by the static route number 

1. If the interface port1 is down, the traffic will be routed using the blackhole route. 

C. The FortiGate unit will NOT create a session entry in the session table when the traffic is being routed by the
blackhole route. 

D. The FortiGate unit will create a session entry in the session table when the traffic is being routed by the blackhole
route. 

E. Traffic to 172.20.1.0/24 will be shared through both routes. 

Correct Answer: AC 

 

QUESTION 2

A network administrator needs to implement dynamic route redundancy between a FortiGate unit located in a remote
office and a FortiGate unit located in the central office. 

The remote office accesses central resources using IPSec VPN tunnels through two different Internet providers. 

What is the best method for allowing the remote office access to the resources through the FortiGate unit used at the
central office? 

A. Use two or more route-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces. 

B. Use two or more policy-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces. 

C. Use route-based VPNs on the central office FortiGate unit to advertise routes with a dynamic routing protocol and
use a policy-based VPN on the remote office with two or more static default routes. 

D. Dynamic routing protocols cannot be used over IPSec VPN tunnels. 

Correct Answer: A 

 

QUESTION 3

A FortiGate unit is configured with multiple VDOMs. An administrative account on the device has been assigned a
Scope value of VDOM:root. 
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Which of the following items would an administrator logging in using this account NOT be able to configure? 

A. Firewall addresses 

B. DHCP servers 

C. FortiGuard Distribution Network configuration 

D. PPTP VPN configuration 

Correct Answer: C 

 

QUESTION 4

When performing a log search on a FortiAnalyzer, it is generally recommended to use the Quick Search 

option. 

What is a valid reason for using the Full Search option, instead? 

A. The search items you are looking for are not contained in indexed log fields. 

B. A quick search only searches data received within the last 24 hours. 

C. You want the search to include the FortiAnalyzer\\'s local logs. 

D. You want the search to include content archive data as well. 

Correct Answer: A 

 

QUESTION 5

For Data Leak Prevention, which of the following describes the difference between the block and quarantine actions? 

A. A block action prevents the transaction. A quarantine action blocks all future transactions, regardless of the protocol. 

B. A block action prevents the transaction. A quarantine action archives the data. 

C. A block action has a finite duration. A quarantine action must be removed by an administrator. 

D. A block action is used for known users. A quarantine action is used for unknown users. 

Correct Answer: A 
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