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QUESTION 1

What advantages are there in using a hub-and-spoke IPSec VPN configuration instead of a fully- meshed set of IPSec
tunnels? (Select all that apply.) 

A. Using a hub and spoke topology is required to achieve full redundancy. 

B. Using a hub and spoke topology simplifies configuration. 

C. Using a hub and spoke topology provides stronger encryption. 

D. Using a hub and spoke topology reduces the number of tunnels. 

Correct Answer: BD 

 

QUESTION 2

Which of the following statements correctly describe Transparent Mode operation? (Select all that apply.) 

A. The FortiGate unit acts as transparent bridge and routes traffic using Layer-2 forwarding. 

B. Ethernet packets are forwarded based on destination MAC addresses NOT IPs. 

C. The device is transparent to network hosts. 

D. Permits inline traffic inspection and firewalling without changing the IP scheme of the network. 

E. All interfaces must be on different IP subnets. 

Correct Answer: ABCD 

 

QUESTION 3

Which of the following statements is correct about configuring web filtering overrides? 

A. The Override option for FortiGuard Web Filtering is available for any user group type. 

B. Admin overrides require an administrator to manually allow pending override requests which are listed in the Override
Monitor. 

C. The Override Scopes of User and User Group are only for use when Firewall Policy Authentication is also being
used. 

D. Using Web Filtering Overrides requires the use of Firewall Policy Authentication. 

Correct Answer: C 

 

QUESTION 4
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The eicar test virus is put into a zip archive, which is given the password of "Fortinet" in order to open the archive.
Review the configuration in the exhibits shown below; then answer the question that follows. Exhibit A Antivirus Profile: 

Exhibit B Non-default UTM Proxy Options Profile: 

Exhibit C DLP Profile: Which of one the following profiles could be enabled in order to prevent the file from passing
through the FortiGate device over HTTP on the standard port for that protocol? 
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A. Only Exhibit A 

B. Only Exhibit B 

C. Only Exhibit C with default UTM Proxy settings. 

D. All of the Exhibits (A, B and C) 

E. Only Exhibit C with non-default UTM Proxy settings (Exhibit B). 

Correct Answer: C 

 

QUESTION 5

A static route is configured for a FortiGate unit from the CLI using the following commands: 

config router static edit 1 set device "wan1" set distance 20 set gateway 192.168.100.1 next end 

Which of the following conditions is NOT required for this static default route to be displayed in the FortiGate unit\\'s
routing table? 

A. The Administrative Status of the wan1 interface is displayed as Up. 

B. The Link Status of the wan1 interface is displayed as Up. 

C. All other default routes should have an equal or higher distance. 

D. You must disable DHCP client on that interface. 

Correct Answer: D 
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