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QUESTION 1

Which of the following tools performs comprehensive tests against web servers for multiple items, including over 6100
potentially dangerous files/CGIs? 

A. Dsniff 

B. Snort 

C. Nikto 

D. Sniffer 

Correct Answer: C 

 

QUESTION 2

Which of the following programs is used to add words to spam e-mails so that the e-mail is not considered spam and
therefore is delivered as if it were a normal message? 

A. Adler-32 

B. Hash filtrer 

C. Hash buster 

D. Checksum 

Correct Answer: C 

 

QUESTION 3

Which of the following techniques allows the existence of both the Ipv6 and Ipv4 protocols in a device or network? 

A. Duplexing 

B. Dual stack 

C. Clustering 

D. Mirroring 

Correct Answer: B 

 

QUESTION 4

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He is using a tool to crack the wireless encryption keys. The description of the tool is as follows: 
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Which of the following tools is John using to crack the wireless encryption keys? 

A. PsPasswd 

B. AirSnort 

C. Cain 

D. Kismet 

Correct Answer: B 

 

QUESTION 5

Ryan, a malicious hacker submits Cross-Site Scripting (XSS) exploit code to the Website of Internet forum for online
discussion. When a user visits the infected Web page, code gets automatically executed and Ryan can easily perform
acts like account hijacking, history theft etc. Which of the following types of Cross- Site Scripting attack Ryan intends to
do? 

A. SAX 

B. Persistent 

C. Document Object Model (DOM) 

D. Non persistent 

Correct Answer: B 
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