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QUESTION 1

An attacker makes an attempt against a Web server. The result is that the attack takes the form of URLs. These URLs
search for a certain string that identifies an attack against the Web server. Which IDS/IPS detection method do the
URLs use to detect and prevent an attack? 

A. Anamoly-based detection 

B. Policy-based detection 

C. Honey pot detection 

D. Signature-based detection 

Correct Answer: D 

 

QUESTION 2

Mark works as a Network Security Administrator for BlueWells Inc. The company has a Windowsbased network. Mark is
giving a presentation on Network security threats to the newly recruited employees of the company. His presentation is
about the External threats that the company recently faced in the past. Which of the following statements are true about
external threats? Each correct answer represents a complete solution. Choose three. 

A. These are the threats that originate from outside an organization in which the attacker attempts to gain unauthorized
access. 

B. These are the threats that originate from within the organization. 

C. These are the threats intended to flood a network with large volumes of access requests. 

D. These threats can be countered by implementing security controls on the perimeters of the network, such as
firewalls, which limit user access to the Internet. 

Correct Answer: ACD 

 

QUESTION 3

Which of the following statements are true about an IPv6 network? Each correct answer represents a complete solution.
Choose all that apply. 

A. For interoperability, IPv4 addresses use the last 32 bits of IPv6 addresses. 

B. It increases the number of available IP addresses. 

C. It provides improved authentication and security. 

D. It uses 128-bit addresses. 

E. It uses longer subnet masks than those used in IPv4. 

Correct Answer: ABCD 
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QUESTION 4

Which of the following statements are true about routers? Each correct answer represents a complete solution. Choose
all that apply. 

A. Routers do not limit physical broadcast traffic. 

B. Routers organize addresses into classes, which are used to determine how to move packets from one network to
another. 

C. Routers act as protocol translators and bind dissimilar networks. 

D. Routers are responsible for making decisions about which of several paths network (or Internet) traffic will follow. 

Correct Answer: BCD 

 

QUESTION 5

Which of the following is a correct sequence of different layers of Open System Interconnection (OSI) model? 

A. Physical layer, data link layer, network layer, transport layer, session layer, presentation layer, and application layer 

B. Physical layer, data link layer, network layer, transport layer, presentation layer, session layer, and application layer 

C. application layer, presentation layer, network layer, transport layer, session layer, data link layer, and physical layer 

D. Physical layer, network layer, transport layer, data link layer, session layer, presentation layer, and application layer 

Correct Answer: A 
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