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QUESTION 1

A signature analysis has been run on a case. The result "Bad Signature " means: 

A. The file signature is known and does not match a known file header. 

B. The file signature is known and the file extension is known. 

C. The file signature is known and does not match a known file extension. 

D. The file signature is unknown and the file extension is known. 

Correct Answer: D 

 

QUESTION 2

Which of the following selections is NOT found in the case file 

A. External viewers 

B. Pointers to evidence files 

C. Signature analysis results 

D. Search results 

Correct Answer: A 

 

QUESTION 3

If an evidence file has been added to a case and completely verified, what happens if the data area within the evidence
file is later changed? 

A. EnCase will allow the examiner to continue to access the rest of the evidence file that has not been changed. 

B. EnCase detect the error if the evidence file is manually re-verified. 

C. EnCase will detect the error when that area of the evidence file is accessed by the user. 

D. All of the above. 

Correct Answer: D 

 

QUESTION 4

If cluster #3552 entry in the FAT table contains a value of ?? this would mean: 

A. The cluster is unallocated 
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B. The cluster is the end of a file 

C. The cluster is allocated 

D. The cluster is marked bad 

Correct Answer: A 

 

QUESTION 5

What information should be obtained from the BIOS during computer forensic investigations? 

A. The video caching information 

B. The date and time 

C. The port assigned to the serial port 

D. The boot sequence 

Correct Answer: BD 
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