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QUESTION 1

You work as an Incident handler in Mariotrixt.Inc. You have followed the Incident handling process to handle the events
and incidents. You identify Denial of Service attack (DOS) from a network linked to your internal enterprise network.
Which of the following phases of the Incident handling process should you follow next to handle this incident? 

A. Containment 

B. Preparation 

C. Recovery 

D. Identification 

Correct Answer: A 

 

QUESTION 2

Which of the following protocols implements VPN using IPSec? 

A. SLIP 

B. PPTP 

C. PPP 

D. L2TP 

Correct Answer: D 

 

QUESTION 3

Which of the following protocols is used to prevent switching loops in networks with redundant switched paths? 

A. Cisco Discovery Protocol (CDP) 

B. Spanning Tree Protocol (STP) 

C. File Transfer Protocol (FTP) 

D. VLAN Trunking Protocol (VTP) 

Correct Answer: B 

 

QUESTION 4

The method used to encrypt messages by transposing or scrambling the characters in a certain manner is known as
______. 
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A. Quantum cipher 

B. Transposition cipher 

C. Hybrid systems 

D. Mathematical cipher 

E. Substitution cipher 

F. Steganography 

Correct Answer: B 

 

QUESTION 5

Which of the following two cryptography methods are used by NTFS Encrypting File System (EFS) to encrypt the data
stored on a disk on a file-by-file basis? 

A. Public key 

B. Digital certificates 

C. Twofish 

D. RSA 

Correct Answer: AB 
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