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QUESTION 1

Maria works as a professional Ethical Hacker. She is assigned a project to test the security of www.weare-secure.com.
She wants to test a DoS attack on the We-are-secure server. She finds that the firewall of the server is blocking the
ICMP messages, but it is not checking the UDP packets. Therefore, she sends a large amount of UDP echo request
traffic to the IP broadcast addresses. These UDP requests have a spoofed source address of the We-are-secure server.
Which of the following DoS attacks is Maria using to accomplish her task?

A. Smurf DoS attack

B. Teardrop attack

C. Fraggle DoS attack

D. Ping flood attack

Correct Answer: C

QUESTION 2

Which of the following are used as primary technologies to create a layered defense for giving protection
to a network?

Each correct answer represents a complete solution. Choose all that apply.

A. Vulnerability

B. Firewall

C. Endpoint authentication

D. IDS

Correct Answer: BCD

QUESTION 3

John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. He wants to test the effect of a virus on the We-are-secure server. He injects the virus on the server and,
as a result, the server becomes infected with the virus even though an established antivirus program is installed on the
server. Which of the following do you think are the reasons why the antivirus installed on the server did not detect the
virus injected by John? Each correct answer represents a complete solution. Choose all that apply.

A. The virus, used by John, is not in the database of the antivirus program installed on the ser ver.

B. The mutation engine of the virus is generating a new encrypted code.

C. John has created a new virus.

D. John has changed the signature of the virus.
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Correct Answer: ABCD

QUESTION 4

Which of the following is NOT a phase of the OODA Loop strategy?
A. Observe

B. Define

C. Orient

D. Act

Correct Answer: B

QUESTION 5

Which of the following is the purpose of employing DMZ (Demilitarized zone) in a network?
A. It adds an additional layer of security to a Local Area Network (LAN).

B. It creates a check-point to a Local Area Network (LAN).

C. It adds an extra node to the Local Area Network (LAN).

D. It works along with the firewall to filter unwanted data packets.

Correct Answer: A
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