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QUESTION 1
You want to search Microsoft Outlook Web Access Default Portal using Google search on the

Internet so that you can perform the brute force attack and get unauthorized access. What search string will you use to
accomplish the task?

A. intitle:index.of inbox dbx

B. intext:"outlook.asp"

C. allinurl:"exchange/logon.asp”

D. intitle:"Index Of" -inurl:maillog maillog size

Correct Answer: C

QUESTION 2

Which type of Cross-Sire Scripting (XSS> vulnerability is hardest for automated testing tools to detect, and for what
reason?

A. Stored XSS. because it may be located anywhere within static or dynamic sitecontent
B. Stored XSS. because it depends on emails and instant messaging systems.

C. Reflected XSS. because It can only be found by analyzing web server responses.

D. Reflected XSS: because it is difficult to find within large web server logs.

Correct Answer: A

QUESTION 3

Which of the following can be used to mitigate the evil twin phishing attack?
A. Magic Lantern

B. Obiwan

C. IPSec VPN

D. SARA

Correct Answer: C

QUESTION 4

Which of the following tools connects to and executes files on remote systems?
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A. Spector
B. Hk.exe
C. PsExec
D. GetAdmin.exe

Correct Answer: C

QUESTION 5

In which of the following attacking methods does an attacker distribute incorrect IP address?
A. IP spoofing

B. Mac flooding

C. Man-in-the-middle

D. DNS poisoning

Correct Answer: D
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