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QUESTION 1

Which of the following statements are true about session hijacking?

Each correct answer represents a complete solution. Choose all that apply.

A. It is used to slow the working of victim\\'s network resources.

B. TCP session hijacking is when a hacker takes over a TCP session between two machines.
C. Use of a long random number or string as the session key reduces session hijacking.

D. It is the exploitation of a valid computer session to gain unauthorized access to information or services in a computer
system.

Correct Answer: BCD

QUESTION 2

Which of the following is a WEP weakness that makes it easy to Inject arbitrary clear text packets onto a WEP
network?

A. Reversible hashes use for IVs

B. Cryptographically weak CRC32 checksum
C. RC4 algorithm

D. Small key space

Correct Answer: D

QUESTION 3

Peter, a malicious hacker, obtains e-mail addresses by harvesting them from postings, blogs, DNS listings, and Web
pages. He then sends large number of unsolicited commercial e-mail (UCE) messages on these addresses. Which of
the following e-mail crimes is Peter committing?

A. E-mail Spam

B. E-mail Storm

C. E-mail spoofing

D. E-mail bombing

Correct Answer: A

QUESTION 4
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While performing a code audit, you discover a SQL injection vulnerability assuming the following vulnerable query, what
user input could be injected to make the query true and return data?

select * from widgets where name = \\'[user-input]\\';
A.\Vor 1=1

B. “or I=l...

C. \Vor 1=1-

D. “or =1\

Correct Answer: D

QUESTION 5

Which of the following tools can be used for session splicing attacks?
A. ADMutate

B. APNIC

C. Whisker

D. ARIN

Correct Answer: C
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