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QUESTION 1

Which of the following is referred to as Electromagnetic Interference (EMI)? 

A. Electrical line noise 

B. Spike 

C. Transient 

D. Brownout 

Correct Answer: A 

 

QUESTION 2

Which of the following statements about Secure Sockets Layer (SSL) are true? Each correct answer represents a
complete solution. Choose two. 

A. It provides communication privacy, authentication, and message integrity. 

B. It provides mail transfer service. 

C. It uses a combination of public key and symmetric encryption for security of data. 

D. It provides connectivity between Web browser and Web server. 

Correct Answer: AC 

 

QUESTION 3

Your CIO has found out that it is possible for an attacker to clone your company\\'s RFID (Radio Frequency ID) based
key cards. The CIO has tasked you with finding a way to ensure that anyone entering the building is an employee.
Which of the following authentication types would be the appropriate solution to this problem? 

A. Mandatory Access Controls 

B. Bell-LaPadula 

C. Two-Factor 

D. TACACS 

Correct Answer: C 

 

QUESTION 4

If a DNS client wants to look up the IP address for good.news.com and does not receive an authoritative reply from its
local DNS server, which name server is most likely to provide an authoritative reply? 
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A. The news.com domain name server 

B. The .com (top-level) domain name server 

C. The .(root-level) domain name server 

D. The .gov (top-level) domain name server 

Correct Answer: A 

 

QUESTION 5

A US case involving malicious code is brought to trial. An employee had opened a helpdesk ticket to report specific
instances of strange behavior on her system. The IT helpdesk representative collected information by interviewing the
user and escalated the ticket to the system administrators. As the user had regulated and sensitive data on her
computer, the system administrators had the hard drive sent to the company\\'s forensic consultant for analysis and
configured a new hard drive for the user. Based on the recommendations from the forensic consultant and the
company\\'s legal department, the CEO decided to prosecute the author of the malicious code. During the court case,
which of the following would be able to provide direct evidence? 

A. The IT helpdesk representative 

B. The company CEO 

C. The user of the infected system 

D. The system administrator who removed the hard drive 

Correct Answer: C 
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