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QUESTION 1

You work as an Incident handling manager for Orangesect Inc. You detect a virus attack incident in the network of your
company. You develop a signature based on the characteristics of the detected virus. Which of the following phases in
the Incident handling process will utilize the signature to resolve this incident? 

A. Containment 

B. Recovery 

C. Identification 

D. Eradication 

Correct Answer: D 

 

QUESTION 2

Management support and approval has been obtained to move ahead with the objectives of a proposed BCP/DR
project. 

Which of the following should be performed next? 

A. Business impact analysis 

B. Risk analysis 

C. Recovery strategies 

D. Backup site selection 

Correct Answer: B 

 

QUESTION 3

Which of the following is the rating for gasoline or oil fires? 

A. Class C 

B. Class B 

C. Class D 

D. Class A 

Correct Answer: B 
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QUESTION 4

Which of the following describes the use of interactive application security testing (IAST)? 

A. Runs passively within the application during quality assurance testing 

B. Sends malicious traffic to assess the effectiveness of WAF rules 

C. Runs within an IDE while a developer types new application code 

D. Sends malicious input to analyze the application\\'s runtime behavior 

Correct Answer: A 

 

QUESTION 5

Which of the following encrypts its code differently with each infection or generation of infections? 

A. Boot sector virus 

B. Stealth virus 

C. Polymorphic virus 

D. Macro virus 

Correct Answer: C 
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