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QUESTION 1

Some threats are caused directly by people, others have a natural cause. What is an example of an intentional human
threat?

A. Lightning strike

B. Arson

C. Flood

D. Loss of a USB stick

Correct Answer: B

QUESTION 2

What is an example of a security incident?

A. The lighting in the department no longer works.

B. A member of staff loses a laptop.

C. You cannot set the correct fonts in your word processing software.
D. A file is saved under an incorrect name.

Correct Answer: B

QUESTION 3
Why is air-conditioning placed in the server room?

A. In the server room the air has to be cooled and the heat produced by the equipment has to be extracted. The air in
the room is also dehumidified and filtered.

B. When a company wishes to cool its offices, the server room is the best place. This way, no office space needs to be
sacrificed for such a large piece of equipment.

C. Itis not pleasant for the maintenance staff to have to work in a server room that is too warm.

D. Backup tapes are made from thin plastic which cannot withstand high temperatures. Therefore, if it gets too hot in a
server room, they may get damaged.

Correct Answer: A

QUESTION 4

What physical security measure is necessary to control access to company information?
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A. Air-conditioning

B. Username and password

C. The use of break-resistant glass and doors with the right locks, frames and hinges
D. Prohibiting the use of USB sticks

Correct Answer: C

QUESTION 5

What is a human threat to the reliability of the information on your company website?

A. One of your employees commits an error in the price of a product on your website.

B. The computer hosting your website is overloaded and crashes. Your website is offline.

C. Because of a lack of maintenance, a fire hydrant springs a leak and floods the premises. Your employees cannot
come into the office and therefore can not keep the information on the website up to date.

Correct Answer: A
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