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QUESTION 1

You work as the Network Administrator for a defense contractor. Your company works with sensitive materials and all IT
personnel have at least a secret level clearance. You are still concerned that one individual could perhaps compromise
the network (intentionally or unintentionally) by setting up improper or unauthorized remote access. What is the best
way to avoid this problem? 

A. Implement separation of duties. 

B. Implement RBAC. 

C. Implement three way authentication. 

D. Implement least privileges. 

Correct Answer: A 

 

QUESTION 2

Which of the following are examples of physical controls used to prevent unauthorized access to sensitive materials? 

A. Thermal alarm systems 

B. Closed circuit cameras 

C. Encryption 

D. Security Guards 

Correct Answer: ABD 

 

QUESTION 3

Which of the following recovery plans includes specific strategies and actions to deal with specific variances to
assumptions resulting in a particular security problem, emergency, or state of affairs? 

A. Disaster recovery plan 

B. Contingency plan 

C. Continuity of Operations Plan 

D. Business continuity plan 

Correct Answer: B 

 

QUESTION 4

Which of the following signatures watches for the connection attempts to well-known, frequently attacked ports? 
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A. Port signatures 

B. Digital signatures 

C. Header condition signatures 

D. String signatures 

Correct Answer: A 

 

QUESTION 5

Which of the following is a variant with regard to Configuration Management? 

A. A CI that has the same name as another CI but shares no relationship. 

B. A CI that particularly refers to a hardware specification. 

C. A CI that has the same essential functionality as another CI but a bit different in some small manner. 

D. A CI that particularly refers to a software version. 

Correct Answer: C 
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