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QUESTION 1

Dozens of methodologies exist on the market today.Most of them follow the very high level steps. 

Which of the following would represent the most common and logical approach to penetration testing from the first step
being accomplished on the left to the last step being done on the right side of the statement below? 

A. Scanning,Footprinting,Enumeration,Penetration 

B. Footprinting,Enumeration,Scanning,Penetration 

C. Footprinting,Scanning,Enumeration,Penetration 

D. Penetration,Enumeration,Scanning,Footprinting 

Correct Answer: C 

 

QUESTION 2

Which of these methods would be considered examples of active reconnaissance? (Choose three.) 

A. Ware dialing 

B. Firewalking 

C. Whois lookup 

D. FTP banner retrieval 

Correct Answer: ABD 

 

QUESTION 3

Which of the following is the best method to counteract offline password cracking?Choose the best answer. 

A. Setting a password policy with a maximum age of 30 days 

B. Setting a password policy with a minimum age of 30 days 

C. Setting a password policy with a minimum length of 6 characters 

D. Use of one time passwords 

Correct Answer: D 

 

QUESTION 4

Bob has just produced a very detailed penetration testing report for his client.Bob wishes to ensure that the report will
not be chnaged in storage or in transit.What would be the best tool that Bob can use to aasure the integrity of the
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information and detect any changes that could have happened to the report while being transmitted or stored? 

A. A Symmetric Encryption Algorithm 

B. An Asymmetric Encryption Algorithm 

C. An Hashing Algorithm 

D. The ModDetect Algorithm 

Correct Answer: C 

 

QUESTION 5

Looking at the graphic below,determine what web site was visited by the user located at IP address 192.168.1.104? 

A. Netcraft.com 

B. Instacontent.net 

C. Geogle.com 

D. This sniffer capture is not from a web page request 

Correct Answer: C 
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