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QUESTION 1

Under the Windows platform,there is something refered to as Null Session. 

Which of the following statements would best describe what a null session consists of? 

A. It is a session where zero bytes of traffic have been transferred 

B. It is a session where erroneous commands are being used showing the lack of knowledge of the user connected. 

C. It is a remote session that is established anonymously to a Windows machine. 

D. It is a anonymous FTP session under the Windows platform 

Correct Answer: C 

 

QUESTION 2

Which of the following actions can often be used as countermeasures to port scans?Choose all that apply. 

A. Block unassigned port traffic 

B. Monitor transport-layer connections (control of TCP,SYN,RST,ACK) 

C. Block ICMP type 3 and 8 

D. Use active network monitoring 

Correct Answer: ABCD 

 

QUESTION 3

BASIC authentication for HTTP authentication is universally understood but has the disadvantage of passing username
and password in BASE64 encoding.What technology could be used to encrypt the BASE64 encoding and thus secure
BASIC authentication for all web browsers and all Internet users? Choose the best answer. 

A. SSH 

B. IPsec 

C. SSL 

D. IKE 

Correct Answer: C 

 

QUESTION 4

What program can locate computers running sniffers by sending out special ARP packets that only network cards in
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promiscuous mode will reply to?Choose the best answer. 

A. ARPwatch 

B. Cain and Abel 

C. Macof 

D. Microsoft Network Monitor 

Correct Answer: D 

 

QUESTION 5

You have been asked to assist an investigation team in collecting data and evidence related to an internal hacking
case. 

The investigator in charge of the case would like to capture all keystrokes from the suspect but is afraid the employee
under investigation who possesses great technical skills might have installed integrity tools on his system that would
detect any new software installed. 

What solution would be best to use to reach the investigator requirement? 

A. Disable the integrity tools in place 

B. Install a software key logger that does not show in the process list 

C. Install a hardware based key logger 

D. Sniff all traffic and keystrokes from the network 

Correct Answer: C 
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